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EXHIBIT B-2a
BASE SERVICES DESCRIPTION

*********************************************************************************************************************

INSTRUCTIONS: The matrix set forth below is intended to provide a description of the Base Services that would be part of any Agreement that may be entered into by City and the selected Vendor(s).   As part of each Vendor’s response to the RFP for such Services, each Vendor should review and respond to the requirements set out in this Exhibit B-2a in accordance with these instructions.  

Vendor should provide its response to City’s requirements in the following manner:  

1 In the “Accept?” column, Vendor should indicate whether it agrees or disagrees with the stated requirement by using the words “Yes” or “No.  “Yes” indicates that Vendor agrees with the requirement in full, without modification.  

2 If Vendor enters “No” in the "Accept?" column, Vendor should (in the "Comments" column) describe any specific objections or exceptions to the City requirement.  If Vendor proposes to reword the City requirements, vendor should copy into the appropriate "Comments" cell the text of City’s original requirement with revision marking off, and then, with revision marking turned on, edit City’s original requirement so that Vendor’s proposed changes are highlighted and easily discernible.  

While it is City’s intent that this Exhibit describes most of the scope of services that will be included as part of any definitive agreement, City reserves the right to revise or introduce additional descriptions of services, as necessary, as the information exchange process and negotiations proceed and more information is learned.  If there are any issues or commitments that are important to Vendor, but are not addressed in this Exhibit, please describe such additional requirements in Vendor's response to this Exhibit by adding additional rows at the end as necessary and insert (in the “Comment” column) Vendor’s additional requirements..

City's RFP response evaluation process will give substantial weight to all significant aspects of the proposed transaction, which includes responses to the requirements in this Exhibit.  Accordingly, Vendor is strongly encouraged to provide its complete and best response to these requirements, as there may be little or no opportunity after the due date for submissions of RFP response to change or supplement such responses.  

References in this Exhibit to the “Agreement” refers to more or more definitive agreements that may, at City’s discretion, be entered into by City and the selected Vendor(s) in connection with the Services that are the subject of the RFP.  
*********************************************************************************************************************

Definitions.

"Business Day" shall mean any Monday, Tuesday, Wednesday, Thursday or Friday, excluding City holidays

“City Business Unit” shall mean all or a portion of City or a group of End Users, as designated by City from time to time.

 “Distributed Systems” shall mean the LANs, Servers, Desktop Equipment and Systems Software loaded on Servers, collectively.

“Local Area Networks” or “LANs” shall mean the equipment, software, telecommunications facilities, lines, interconnect devices (e.g., bridges, routers, hubs, switches, gateways), wiring, cabling and fiber that are used to create, connect and transmit data, voice and video signals within and among City’s local area network segments within the City of Memphis.  LANs commence with the interface to a Network interconnect device (e.g., router) and end with and include the LAN interface points (e.g., network interface cards (“NICs”)) that are in LAN-connected equipment (e.g., desktop equipment, servers).

“Maintenance Windows” shall mean the periods scheduled in advance by Vendor and approved in advance by City. 

“Network” shall mean the equipment, software, telecommunications facilities, lines, circuits within the demarcation points (described in the next sentence) for which Vendor is responsible, interconnect devices, wiring, cabling and fiber that are used to create, connect and transmit data, voice and video signals between and among:  (1) City’s LANs, (2) City End User locations, (3) non-City locations that do business with City and for which City is responsible for providing connectivity, and (4) the Internet (each a “Network Location”).  The Network commences with and includes (i) other than for switched connections for remote users, WAN interconnect equipment (e.g., router, CSU/DSU/NTU, dial backup equipment and connections) at a Network Location, and (ii) for switched connections for remote users, the point of presence of the carrier, and ends with and includes (a) the WAN interconnect equipment at another Network Location or (b) the carrier point of presence as appropriate; provided that, with respect to voice communications services, the Network extends to and includes telephone hand sets at City End User locations.  The WAN extends from the WAN router port that connects to a LAN (e.g., Ethernet or token ring) or firewall at one end of the transmission path to the router port that connects a local area network or firewall at the other end of the transmission path.  The WAN does not include the LAN.

“Premise Voice Network” shall mean the equipment, software, telecommunications facilities, circuits within the demarcation points (described in this sentence) for which Vendor is responsible, wiring, cabling, fiber, voice mail, PBXs, voice response units and interactive voice response systems (“VRUs/IVRs”), pagers, call management systems, call accounting systems, signboards, digital recording announcers, conference bridges and systems providing compatible functionality that are used to create, connect and transmit voice signals from the telecom carrier’s public network demarcation point(s) for each City Facility to and including the telephone handsets.  

“Servers” shall mean Applications Servers and Infrastructure Servers collectively. “Application Server” shall mean any server (including a midrange processing platform) whose primary purpose is to serve Applications.  “Infrastructure Server” shall mean any server (including a midrange processing platform) whose primary purpose is to serve traditional infrastructure services, including LAN, file, print, CD-ROM, facsimile, electronic mail, internet access, data communications, gateway, disaster recovery, directory, system management or groupware/office suite software-related services.  A Server may not be both an Application Server and an Infrastructure Server.
Statement of Work.
	ID
	Statement of Work Obligation
	Accept? (YES/NO)
	Comments

	1 
	DATA PROCESSING SERVICES AND RELATED OPERATIONS
	
	

	2 
	Operations

Vendor shall be responsible for performing processing operations functions as necessary to run Applications Software and Systems Software.  Vendor’s responsibilities with respect to operations shall include the following:
	
	

	3 
	Providing management console operations, including monitoring alarm systems and environmental controls, and transmitting and receiving information to and from outside organizations.
	
	

	4 
	Providing operational support for production, development, quality assurance and training environments.  Servers, on-line systems, Applications, transaction processing managers, database occurrences, and all systems and Software required for client/server operations for such environments shall be available for access during scheduled hours and shall be operating properly.  Vendor shall maintain the integrity of such environments.
	
	

	5 
	Making available, monitoring and processing Applications, including scheduled, unscheduled and on-request Applications delivery functions and End User initiated processing.  Vendor shall monitor the delivery and receipt of external data transmissions required to complete the production cycle per Application specific instructions.  Vendor shall monitor successful processing completion.
	
	

	6 
	Completing processing within scheduled time periods.
	
	

	7 
	Implementing changes to processing on a one-time or recurring basis as requested by City, including requests in the form of special operating instructions and change request authorizations.
	
	

	8 
	Issuing operator commands manually or using designated tools.
	
	

	9 
	Developing and documenting automated console operations procedures.
	
	

	10 
	Monitoring performance of on-line interactive traffic and taking appropriate action to resolve on-line system related problems.
	
	

	11 
	Operating, supporting, and providing End Users with availability to the Applications Software.
	
	

	12 
	Proactively preparing for processing deadlines to meet identified business requirements.  
	
	

	13 
	Monitoring End User processing requests so that these requests are successfully and timely processed.  Vendor shall respond promptly to requests from authorized City personnel for priority processing.
	
	

	14 
	Regularly Scheduled Maintenance.  Vendor shall schedule and perform routine and other non-emergency systems maintenance during Maintenance Windows and so as not to interfere with the business needs of City.  At City’s request and upon reasonable notice, Vendor shall change the schedule for Maintenance Windows.  Vendor shall give City advance notice of routine maintenance to be performed during scheduled Maintenance Windows and Servers and associated Systems Software shall be unavailable during Maintenance Windows only to the extent necessary for maintenance purposes.
	
	

	15 
	Emergency Maintenance.  In the event there is a need for emergency systems maintenance, Vendor shall provide City with as much notice as reasonably possible, and shall perform such maintenance so as to minimize the impact on the business needs of City. 
	
	

	16 
	Monitoring, configuring and managing print queues for Payroll check printing.
	
	

	17 
	Establishing and maintaining operating procedures.
	
	

	18 
	Logging off End Users in accordance with procedures. 
	
	

	19 
	Initiating and terminating operating system utilities in accordance with procedures.
	
	

	20 
	Providing access to external systems and extranets as required and requested by City; and configuring network and security as approved by City to allow access to external systems.
	`
	

	21 
	Planning with City and managing the operational introduction of new Systems Software, platforms and Applications in a controlled manner by, among other things:

· interfacing between the City Business Units implementing the change and the production support function

· facilitating the orderly turnover of Systems Software, platforms and Applications

· enforcing documentation standards

· informing appropriate Vendor and City staff of the changes to the environment

· providing coordination of the implementation, integration, testing and acceptance of the new Systems Software, platforms and Applications.
	
	

	22 
	Subject to change control, maintaining and updating the operational documentation for operations procedures and services.
	
	

	23 
	Maintaining and updating procedures that affect operations with City’s input and review.
	
	

	24 
	Utilizing proven systems management control methodologies in the implementation and operation of the Servers and associated systems.  These methodologies include the tools, techniques and procedures required for planning, performance measurement, and employing appropriate operational controls.
	
	

	25 
	Maintain production performance metrics and reports
	
	

	26 
	Identifying opportunities to reduce equipment and software costs and/or improve system performance
	
	

	27 
	Physical and Logical Database Support

Vendor shall be responsible for performing physical and logical database management support and administration functions, including data administration and data model administration for the in-scope databases.  Vendor’s responsibilities with respect to physical and logical database support shall include the following:
	
	

	28 
	Design and Implementation.
	
	

	29 
	Providing for the design and implementation of multiple production and test database subsystems as required by City.
	
	

	30 
	Providing technical advice and support to Applications maintenance and development personnel as may be required.  Such support shall include:  
· providing database environments for Application development, maintenance, testing, quality assurance and ad-hoc reporting separate from production

· providing migration support for database objects into development, quality assurance and production environments

· performing stress testing and operating system and database performance tuning

· developing and maintaining standard database access routines for use by End Users as requested by City and for use by Applications maintenance and development personnel

· assisting with data normalization and data conversion activities.
	
	

	31 
	Evaluating and making recommendations with respect to database design changes.
	
	

	32 
	Developing logical database designs and integrating the logical and physical database definitions.
	
	

	33 
	Implementing physical database designs, creating indices and recommending methods to optimize Applications performance.
	
	

	34 
	Establishing and maintaining database standards approved by City.
	
	

	35 
	Maintaining and supporting data repositories.
	
	

	36 
	Testing and implementing changes to the database environment. 
	
	

	37 
	Installing and maintaining database management systems (and upgrades to such systems).
	
	

	38 
	Database Management.
	
	

	39 
	Performing physical database management and the planning and support functions necessary to meet City-defined operational requirements.  Vendor shall perform physical database management systems control functions to support systems already in operation/production and planned new systems development.
	
	

	40 
	Planning for changes in the size of databases due to business growth, projected implementation of new Applications, other factors reflected in information provided to Vendor by City, and other information available to Vendor.  Vendor shall review the results of such efforts with City on a regular basis for City’s comment and approval.
	
	

	41 
	Maintaining, operating, and upgrading, as necessary, automated monitoring tools to monitor database performance.  Vendor shall monitor the databases on a frequent and regular basis to check for integrity, space utilization or performance problems.
	
	

	42 
	Database Maintenance and Support.
	
	

	43 
	Proactively performing database tuning and reorganization functions to enhance efficiency and further limit outages and other problems.  Vendor shall modify operating system parameters and physical database characteristics as required.
	
	

	44 
	Performing standard database housekeeping and maintenance scripts on a periodic basis, including database re-indexing, stored procedure rebuilds, and database defragmentation.  Vendor shall purge obsolete database definitions and procedures within the guidelines of City’s policies and procedures.
	
	

	45 
	Implementing database archive processes and procedures to meet operational requirements.
	
	

	46 
	Maintaining, updating, developing and implementing database backup/journaling procedures to recover from a database outage or corrupt database in a timely manner.  Vendor shall develop and update, as appropriate, unload and reload procedures to be used when backing up databases.
	
	

	47 
	Providing database capacity planning and correcting problems caused by lack of capacity (e.g., dataset or tablespace capacity events, full log files) in a timely manner.
	
	

	48 
	Regularly monitoring the status of the database management systems and advising City in writing regarding upgrades and releases thereto and the timing thereof.  Vendor shall be required to manage multiple releases of the same database management systems as necessary to provide access to City Data stored in such systems and maintain compatibility with overlying database applications.
	
	

	49 
	Performing database shutdowns and restarts as required.
	
	

	50 
	Installing, updating and maintaining database security software in conjunction with City security policies.
	
	

	51 
	Administrative Support.
	
	

	52 
	Performing physical database administrative functions as required to support data and database management requirements.
	
	

	53 
	Identifying product and enhancement opportunities for improved performance, and notifying City of these opportunities.  Recommending and implementing conversion to new database management systems.
	
	

	54 
	Employing database performance analysis to confirm physical database requirements to support City’s business systems.
	
	

	55 
	Participating in the planning and development of routines, programs and procedures to populate database structures with City Data.
	
	

	56 
	Participating in standards development with City’s review and approval.
	
	

	57 
	Implementing and supporting the database repositories as required for City’s data and database management.  Maintaining database definitions, promoting new database definitions and providing City with access to such definitions upon request.
	
	

	58 
	Determining impact of Applications development and maintenance work upon the databases, advising City regarding necessary or appropriate changes to the databases in light of Applications development and maintenance work, and, with City’s approval, implementing such changes to the databases.
	
	

	59 
	Provide data movement support for database refreshes, data purges, extraction and migrations.
	
	

	60 
	Storage Management.

Vendor shall be responsible for managing the storage of programs and data in a manner that will maintain the availability and protect the integrity of such programs and data (which includes City Data).  Vendor’s responsibilities with respect to storage management shall include the following:
	
	

	61 
	Restore
	
	

	62 
	Maintaining, updating, and implementing program and data restore processes and procedures so as to recover from an outage or corruption in a timely manner.  Such procedures and processes shall provide for regular tests of restore processes as appropriate. 
	
	

	63 
	Restoring lost or damaged files from file backups for files under Vendor’s control.  
	
	

	64 
	Providing restoration procedures for restoring data images to previous levels within reasonable time frames designated by City.
	
	

	65 
	Providing recommendations to City regarding backup and recovery considerations, such as improved levels of protection and efficiencies.
	
	

	66 
	With prior notification from City, re-installing off-site, stored City Data within reasonable time frames designated by City.  Vendor shall promptly reinstall such data as necessary to recover from production incidents.
	
	

	67 
	Online Storage Management
	
	

	68 
	Providing the architecture, design, and planning processes  for the evolution of a storage infrastructure that satisfies the needs of all aspects of City’s business and developing and maintaining strategies for the deployment and implementation of such solution. 
	
	

	69 
	As reasonably requested, providing City with documentation of data constructs (e.g., files, tables, warehouses), including name and utilization statistics.
	
	

	70 
	Monitoring and making recommendations for maintaining adequate space allocation for processing and efficiently utilizing space made available.
	
	

	71 
	Monitoring City’s storage space utilization and requirements and reporting such utilization and requirements on a monthly basis as part of the Monthly Performance Report.
	
	

	72 
	Managing storage, including:  
· monitoring and controlling storage performance
· assigning and initializing storage volumes
· determining data set and volume placement
· setting and maintaining storage resource efficiency
· maintaining established storage standards
· maintaining space requirements according to City forecasts
· recommending off-site storage requirements
· performing catalog management and data migration management
· initiating (and providing supporting documentation for) requests for storage resource increases and decreases

· performing data migration management

· managing online storage thresholds and data archives
· monitoring user directories for file inactivity and reporting monthly
· monitoring and maintaining file directories and catalogs
· providing online storage compaction as needed and as possible within production processing schedules
· monitoring data replication (synchronous and asynchronous) over the City infrastructure
	
	

	73 
	Keeping informed of current developments in storage technology and identifying developments that may increase the efficiency and/or cost effectiveness of the storage environment for City.
	
	

	74 
	Maintenance
	
	

	75 
	Vendor shall monitor storage systems for reliability and malfunctions, perform rebuilds on crashed volumes and initialize new volumes.
	
	

	76 
	Output Operations.

Vendor shall manage and administer the print services for Payroll Check processing.  Vendor’s responsibilities with respect to output operations shall include the following:
	
	

	77 
	Producing output on time and within defined quality standards.  Producing output shall include making data files available to Applications as necessary to generate output on time.  Remote print files shall be current and available for printing on time.
	
	

	78 
	Separating and distributing output.
	
	

	79 
	Managing print distribution including by manipulating processing priorities in print queues as required to support End User requirements; backing up print queues; and restoring and transmitting prints.  Vendor also shall take such steps as are necessary to restart or recover from outages or print blockages.
	
	

	80 
	Monitoring output for layout and physical appearance.
	
	

	81 
	Printing, breaking down, collating and delivering output to the End User community by hand delivery, through City’s internal mail services, or through other media (such as City’s Intranet), each as requested by City.
	
	

	82 
	Cleaning and maintaining Equipment at manufacturers’ required intervals according to manufacturers’ recommended procedures.
	
	

	83 
	Provisioning new printer forms and supplies, storing print output forms and supplies, and proactively monitoring and replenishing consumable materials.
	
	

	84 
	Keeping City’s forms and supplies confidential and keeping output in a secure area.
	
	

	85 
	Technical Support

Vendor shall be responsible for performing technical support related to the Data Processing Services and Related Operations.  Vendor’s responsibilities with respect to technical support shall include the following:
	
	

	86 
	Providing operational technical support, advice, and interfacing as necessary for the Applications development and maintenance staff to perform work on Applications Software.
	
	

	87 
	Providing operational information and advice related to product research, Application tuning, storage management, telecommunications, performance trends and efficiency improvements.
	
	

	88 
	Developing, implementing and maintaining interfaces necessary for Equipment, Desktop Equipment and Software to communicate with external entities.
	
	

	89 
	Performing facility and equipment configuration planning, documentation and management functions, including floor space management for Equipment, power and environmental management.
	
	

	90 
	Providing regular monitoring and reporting of Server performance, utilization and efficiency.
	
	

	91 
	Providing operations information and advice in the Applications development lifecycle regarding operational production standards and production acceptance requirements to assist Application developers in ensuring that programs, documentation and related material conform to production standards and production acceptance requirements.  
	
	

	92 
	Providing support and set-up services for electronic connections to external entities.  Vendor shall provide Systems Software and Server capabilities (e.g., reformatting, encryption) to accept and exchange Electronic Data Interchange (“EDI”) and other electronic transactions with third parties identified by City.
	
	

	93 
	On an ongoing basis, enhancing processing capabilities and efficiencies through Server and Systems Software tuning, load balancing and other run time improvements.  Vendor shall perform regular monitoring of utilization needs and efficiencies and report on tuning initiatives regularly.
	
	

	94 
	Developing technical standards in conjunction with City personnel, with a focus, as approved by City, on standardization and interoperability.  Such standards are to be developed in accordance with City’s priorities as provided to Vendor by City.
	
	

	95 
	Providing Systems Software programming and Systems Software utility support.
	
	

	96 
	Installing, configuring and maintaining various development, test and quality assurance environments as requested by City for the testing of new Systems Software releases and Application releases.
	
	

	97 
	Providing technical support related to the Services as necessary for pre-production and production turnover phases of Application deployment, including planning for deployment.
	
	

	98 
	Participating with system development teams by providing expertise and advice in support of specifications of platforms for Applications in a manner typical for data processing departments, including with respect to Server and System Software configuration, security mechanisms and Desktop Equipment configuration.
	
	

	99 
	Perform configuration management of all components in the server and storage environments.
	
	

	100 
	Hours of Operation
	
	

	101 
	The general Data Processing Services and Related Operations shall be provided twenty-four (24) hours per day, seven (7) days per week (with on-site coverage between 6:00 a.m. and 6:00 p.m. each Business Day, and on call support during all other times), subject to defined Maintenance Windows.
	
	

	102 
	TELECOMMUNICATIONS SERVICES
	
	

	103 
	Network Engineering

Vendor shall be responsible for providing Network engineering.  Vendor’s responsibilities with respect to Network engineering shall include the following:
	
	

	104 
	Supporting the development of a clear, concise, strategic direction for the Network.  Network standards and architecture decisions (including a change in means of transport) shall be compatible with City-defined requirements and will be subject to City approval.  Vendor shall also provide technical advice to City in the development of plans, management of expectations, and promotion of successful project implementations.
	
	

	105 
	Monitoring and managing Network performance.  Vendor shall implement Network performance management and monitoring processes and recommend tools to provide regular performance and capacity monitoring/reporting.  Vendor shall recommend and document opportunities for improving the overall efficiency/effectiveness of Network functions or components.
	
	

	106 
	Managing the capacity and configuration of the Network.  This includes monitoring and tuning the Network for efficiency, conducting Network benchmarks and thresholds, load balancing Network traffic, scaling the infrastructure (e.g., sizing data lines and recommending facilities and equipment to achieve necessary bandwidth) in response to then-existing or forecasted levels of demand, configuring requirements and coordinating with service and supply vendors.
	
	

	107 
	Evaluating the principal performance indicators of Network operation, verifying service levels, identifying bottlenecks, and establishing and reporting on trends for decision making and planning.  These measurements may take the form of overall throughput, percent utilization, error rates, or specific performance measurements such as packets per second.  Measurements will include both peak and average levels.
	
	

	108 
	Identifying future loads on the Network that could impact performance and developing forecasts of Network growth and other changes in response to the projected business needs of City.  Vendor shall propose to City for its approval changes in anticipation of such future loads.  Vendor’s proposals will include performance improvement expectations and the economic impact, if any, on City’s business operations.
	
	

	109 
	Monitoring the utilization of circuits to determine appropriate sizing and port speed given the topology of the Network and City’s usage patterns.  Vendor shall also provide utilization reports monthly and as requested by City on an ad-hoc basis.  Vendor shall evaluate circuit utilization and recommend upgrading, downsizing, or elimination as appropriate.  Any such changes agreed to by City will be implemented by Vendor.
	
	

	110 
	Maintaining, to the extent within Vendor’s control and to the extent commercially possible, high levels of Network circuit quality.  If City believes that the quality of a Network circuit has degraded, but not to such an extent that City considers the circuit to be unavailable, Vendor shall investigate the reported problem using non-intrusive testing methods and coordinate with the applicable circuit or transport provider, if applicable, to attempt to remedy any quality degradation in the circuit.  However, if remedying the circuit problem would require Vendor or the applicable circuit or transport provider to take the circuit out of service, Vendor shall notify City and shall not take the circuit out of service without prior authorization from City.
	
	

	111 
	Performing Network optimization analyses on a regular basis.  At a minimum, such analyses shall be performed following any major Network migrations or changes.  Vendor shall focus on achieving City’s optimization objectives, with City’s approval and participation.  Vendor shall improve the efficiency of the Network.  As requested by City, Vendor shall meet with City to review the Network optimization objectives.  
	
	

	112 
	Providing technical advice to City regarding:

· services to City relating to conferencing, private lines, voice services, interactive voice response units (IVRs), call centers, and wireless, cellular and paging technologies

· applications development so that Applications being developed perform effectively on the Network

· optimizing the utilization of Network Applications
	
	

	113 
	Providing systems engineering support for the Network:
· perform engineering functions related to ordering, upgrading, and install​ing Network circuits, software and equipment that are funded by City
· perform Network planning and design activities, to include office cabling, circuit layout and cable plant integration, and shall establish specifications and Network design criteria and standards with City approval.  Vendor shall develop and recommend an overall Network architecture based on City’s business strategies
· maintain, and provide to City upon City’s request, Network Equipment inventories, circuit diagrams, location lists, and other Network documentation and information
· verify restoration of availability following problems with Network circuits or Equipment
· perform Network modifications as required to maintain compliance with regulatory changes applicable to the Network.  Vendor shall be responsible for performing such Network modifications within reasonable timeframes for compliance
· where third party suppliers or subcontractors must make modifications to their service or technology platform to achieve interoperability with existing Equipment and Software, oversee these activities, verify that they are performed within reasonable timeframes, and provide progress reports to City at regular intervals
	
	

	114 
	Performing network administration and documentation functions, including:  
· installing Network Equipment; verifying usage-based communications costs
· monitoring network traffic
· maintaining documentation of routers, bridges and hub configurations 
· establishing network procedures and standards
· maintaining network map and probe lists for the Network
· maintaining custom network and Applications diagrams
	
	

	115 
	Network Connectivity and Operations

Vendor shall be responsible for providing, managing and monitoring Network connectivity and operations.  Vendor’s responsibilities with respect to Network connectivity and operations shall include the following:
	
	

	116 
	Proactively managing and monitoring the Network through the use of a network monitoring system, including monitoring of circuit quality and utilization.  At City’s request, Vendor shall provide to City display-only access to such network monitoring system.
	
	

	117 
	Keeping Network paths available and functioning properly with reliable quality, as measured against applicable Service Levels and industry standards.
	
	

	118 
	Maintaining and supporting Network components, including:

· supporting all networks protocols as approved by the City
· managing third party hardware maintenance for routers, remote bridges and gateways.
	
	

	119 
	Regularly Scheduled Maintenance.  Vendor shall schedule and perform routine and other non-emergency systems maintenance during Maintenance Windows and so as not to interfere with the business needs of City.  At City’s request and upon reasonable notice, Vendor shall change the schedule for Maintenance Windows.  Vendor shall give City advance notice of routine maintenance to be performed during scheduled Maintenance Windows and the Network shall be unavailable during Maintenance Windows only to the extent necessary for maintenance purposes.
	
	

	120 
	Emergency Maintenance.  In the event there is a need for emergency systems maintenance, Vendor shall provide City with as much notice as reasonably possible, and shall perform such maintenance so as to minimize the impact on the business needs of City. 
	
	

	121 
	Tracking, managing, communicating and resolving Network exceptions.
	
	

	122 
	Maintaining and providing Network documentation for Vendor’s areas of responsibility and participating with City in maintaining overall Network documentation.
	
	

	123 
	Working with involved parties (e.g., other vendors and City personnel) to resolve Network problems. 
	
	

	124 
	Performing planning, design and supervision of backbone circuits.
	
	

	125 
	Provisioning and replacing, testing, supporting, installing, performing moves/adds/changes, upgrading, troubleshooting, maintaining and repairing of Network and LAN connectivity (including fiber optic, Ethernet and telephone) as required to meet City-defined operational and bandwidth requirements; 
	
	

	126 
	Provisioning and replacing, testing, supporting, installing, performing moves/adds/changes, upgrading, troubleshooting, maintaining and repairing Network and LAN circuits within existing infrastructure and new infrastructure provisioned by third parties, each as required to meet City-defined operational and bandwidth requirements. 
	
	

	127 
	Installing, troubleshooting, maintaining and repairing Network Equipment and Software as required to meet City-defined operational and bandwidth requirements.  With respect to the Network, Vendor shall be responsible for maintaining connectivity, to the extent within its control, both dedicated and dial-up, and the communications-related Equipment and Software in support thereof, to and between City locations, End User Locations and locations that do business with City and End Users. 
	
	

	128 
	Perform data networking software upgrades within currency requirements approved by City.
	
	

	129 
	Monitoring and responding to alerts and messages generated by Network Equipment or Software.
	
	

	130 
	Maintaining then-existing and future alternate pathing and automatic backup capabilities, including for LAN-to-LAN and LAN-to-Network connections.
	
	

	131 
	Evaluating and testing, in advance, Network, terminal, and interface Equipment.  Vendor shall configure and install Equipment that will be attached to, and will communicate over, the Network.
	
	

	132 
	Scheduling Network outages related to installation, maintenance, expansions and modifications during hours that meet operational needs and minimize disruption as approved in advance by City.  Vendor shall notify City, as appropriate, prior to the scheduled outage unless otherwise agreed to by City.
	
	

	133 
	Reporting circuit and Equipment outages to the appropriate vendor and tracking and escalating as required for timely resolution.
	
	

	134 
	Maintaining redundancy and alternative routing for the Network backbone and any other circuits identified by City.
	
	

	135 
	Providing interfaces, support and coordination to maintain on-going communications capability among City, End Users and locations that do business with City and End Users.  
	
	

	136 
	To the extent reviewed and approved by City, managing connectivity to Vendor and third party vendor facilities and systems or other external networks.
	
	

	137 
	Providing appropriate information, assistance and recommendations to locations that do business with City in establishing and maintaining connections between the Network and such locations.  Vendor shall provide information regarding the operability of Network components to assist such external parties in resolving problems.  Vendor shall monitor the availability of such connections to the extent the Network is able to provide information regarding the status of such connections.
	
	

	138 
	Supporting protocol conversion and translation, as requested by City.
	
	

	139 
	Coordinating Network addressing.  Vendor shall manage address generation capacity to avoid interruption or delay of normal City operations and provide addressing for the required number of devices at End User Locations to meet installation and test schedules proposed by Vendor and approved by City.  This includes both IP addressing and DNS naming.
	
	

	140 
	Disconnecting circuits and removing Network Equipment no longer needed by City:
· remove End User Locations from the Network in accordance with reasonable timeframes to meet City-defined operational requirements while minimizing disruption in the Services
· complete removal activities as of the date that the connection is no longer needed by City.  In any event, Vendor shall complete removal activities within the published time frames of the applicable local exchange carriers and inter-exchange carriers.
	
	

	141 
	Developing acceptance procedures for installation and changes to the Network, and for verifying restoration of availability following problems with Network circuits or Equipment:
· The acceptance procedures shall use objective and demonstrable criteria for verifying compliance with performance specifications and applicable criteria.

· Services, circuits, or Equipment shall not be deemed accepted until after Vendor has notified City that the installation, change, or restoration has successfully passed Vendor’s testing process, and City has notified Vendor of its acceptance.  
	
	

	142 
	Providing network management services to proactively monitor City’s telecommunications environments for service degradation, including detection, isolation, diagnosis and correction of problems.  Vendor shall diagnose and attempt to resolve problems remotely.  Vendor shall perform reactive, proactive, and predictive fault management and will implement policies and procedures to accelerate and improve the problem management process.
	
	

	143 
	Coordinating the resolution of problems between third party telecommunications providers and internal City teams to resolve issues escalated by the Technology Service Desk.  This may include coordinating on-site meetings between appropriate third-party vendors.
	
	

	144 
	In consultation with City, developing and providing reports on the status of the Network.  Vendor shall route such reports to the correct parties in a timely manner.  Over the Term, Vendor shall make efforts to improve these reports in terms of readability, comprehensiveness, and accuracy.
	
	

	145 
	Premise Voice Networks

Vendor shall be responsible for installing and maintaining, planning, implementing, operating, and administrating the Premise Voice Networks, both analog and VOIP..  Vendor’s responsibilities with respect to the Premise Voice Networks shall include the following: 
	
	

	146 
	Management and Maintenance
	
	

	147 
	Implementing, installing, and maintaining Equipment, handsets and Software for voice systems (including PBX, switch, call accounting, voice mail, teleconferencing bridge).  Vendor shall set up voicemail for new End Users, and provide instruction to such End Users on an ongoing basis.  Vendor shall provide system design and specifications, which design shall include available protection against lightning strikes, electric noise and power surges, including as reasonably possible during new installations.
	
	

	148 
	Performing physical moves, changes, installation/de-installation and removal of Equipment and handsets as required in accordance with City’s lead times.  Vendor shall maintain existing telephone systems and upgrade or modify telephone system-related Equipment and/or Software components, subject to approval by City.  To the extent that the Software, Equipment or handsets allow such modification, Vendor shall perform the required software programming to support such activities.   
	
	

	149 
	To the extent allowed by the Equipment and Software, performing PBX and VRU/IVR programming as requested and defined by City, including implementing feature and function software upgrades/changes to support End User requirements.
	
	

	150 
	Performing problem resolution related to voice systems, including resolving End User questions and problems with the features and functions of the system.
	
	

	151 
	Managing and maintaining the voice system configuration and capacity, including documentation of system features, speed dial information and PBX/voice-mail features authorized for each End User, including maintenance of End User directories.  Vendor shall recommend changes with respect to voice system configuration and capacity and make such changes as designated by City.  
	
	

	152 
	Updating, managing and maintaining PBX, VRU/IVR, as applicable, ACD, and voice-mail feature functionality to the extent allowed by the Software or Equipment.
	
	

	153 
	Establishing and maintaining calling group arrangements.
	
	

	154 
	Performing the foregoing in cooperation with City and its network provider as designated by City and its network provider.
	
	

	155 
	Providing, installing and maintaining Premise Voice Network circuits. 
	
	

	156 
	Premise Voice Networks System Management and Documentation
	
	

	157 
	Developing and maintaining information lists (including user telephone directories) containing phone data for City, including telephone, speed dial, and fax numbers.
	
	

	158 
	Updating, maintaining (including administering warranty services), monitoring, providing End User training, and documenting, as appropriate, the systems ancillary to the operations of voice communications, including call management systems, and voice messaging.
	
	

	159 
	Managing and maintaining telecommunications-related Software packages, including performing  software upgrades pertaining to telecommunications equipment within currency requirements approved by City..
	
	

	160 
	Administrative Responsibilities.
	
	

	161 
	Analyzing communications requests and providing recommendations in response to such requests. 
	
	

	162 
	With City’s input and approval, designing and implementing voice communications standards and Procurement procedures.
	
	

	163 
	Regarding Premise Voice Networks, performing technical and administrative activities associated with the Procurement process, including request validation (technical, standards compliance), purchase execution, order administration, delivery administration and supplier management.
	
	

	164 
	Forecasting telecommunications requirements with the assistance of City, ordering and configuring Equipment, processing City-authorized End User requests, and scheduling and completing installations, in accordance with schedules requested and defined by City.  
	
	

	165 
	Maintaining Equipment and Software to electronically log telephone calls and retrieving such logs at City’s request.
	
	

	166 
	Maintaining and entering the following information in an electronic tracking system for billing purposes: 
· voice mail information (including user names, division codes and charges)

· telephone information (including adds, deletions and moves)

· pager information (including user names, division codes and charges)

· cellular telephone information (including user names, division codes and charges). 
	
	

	167 
	Maintaining and entering information into an electronic tracking system on work performed by telecommunications service technicians. 
	
	

	168 
	Gathering information for inclusion in the Memphis government listings in the “Blue Pages” of local telephone directory publications. 
	
	

	169 
	Producing, semi-annually, the Memphis City Government Employee Telephone Directory. 
	
	

	170 
	Providing technical advice to City regarding, and administering the issuance and tracking of, services relating to conferencing, private lines, toll-free services, voice services, call centers, and wireless technologies.
	
	

	171 
	Service Management/Invoicing
	
	

	172 
	Reviewing telecommunications invoices for discrepancies and payment code, and working with telecommunications vendors to resolve such in case of billing and payment discrepancies. 
	
	

	173 
	Making available via on-line reports, call-by-call traffic reports for City personnel and itemized and summary long-distance usage reports covering each City Business Unit, to the extent allowed by then-existing Software functionality.
	
	

	174 
	In conjunction with City as appropriate, performing periodic audits of the invoices of providers of voice communications products and services.
	
	

	175 
	Provide rate analysis on a regular basis to help City optimize its telecommunications spend.
	
	

	176 
	Training
	
	

	177 
	On an ongoing basis, providing initial End User training on usage of PBX features and voice mail.
	
	

	178 
	On an ongoing basis, providing End User training in proper operation and features of new Equipment and Desktop Equipment.
	
	

	179 
	Internet Services

Vendor shall provide and manage Internet Services to City, including access to the Internet, in accordance with City’s operational requirements.  Such responsibilities will include:
	
	

	180 
	Maintaining connections from City to the Internet or an Internet Vendor (“ISP”) point of presence;
	
	

	181 
	Operating, maintaining, and supporting comprehensive and current Internet access to City locations.  End Users will be able to access the Internet on a seven (7) days per week, twenty-four (24) hours per day basis, excluding maintenance windows.
	
	

	182 
	Providing Internet connectivity to City locations in accordance with City's operational requirements;
	
	

	183 
	Providing on-site technical support after notification of any Incident with respect to Internet connectivity or Internet Services
	
	

	184 
	Providing moves, adds, and changes of Internet connectivity to End Users;
	
	

	185 
	Provisioning and maintaining the Equipment and Software, and related Services, necessary for City to make available on the Internet its web pages and other information;
	
	

	186 
	Maintaining firewalls or other security Equipment and Software between the Network, the Internet and other external networks, in accordance with City security policies.
	
	

	187 
	Vendor shall provide these Services in accordance with service levels committed to Vendor by third party ISPs.
	
	

	188 
	Implementing security and web services usage polices and support content filtering.
	
	

	189 
	Monitoring web usage and report usage issues per City guidelines.
	
	

	190 
	Perform proactive testing to ensure security adequacy.
	
	

	191 
	Miscellaneous Telecommunications Services
	
	

	192 
	As requested by City, Vendor shall be responsible for providing pagers.  
	
	

	193 
	As requested by City, Vendor shall be responsible for providing and managing the following services (and the associated hardware and software, as applicable):
	
	

	194 
	· Virtual Private Network (VPN)
	
	

	195 
	· Audio and Video-conferencing
	
	

	196 
	· Local and Long-Distance telephone 
	
	

	197 
	Hours of Operation
	
	

	198 
	Vendor shall be responsible for the Network, Premise Voice Networks and communications twenty-four (24) hours per day, seven (7) days per week (with on-site coverage between 6:00 a.m. and 6:00 p.m. each Business Day, and on call support during all other times), subject to defined Maintenance Windows.  
	
	

	199 
	DISTRIBUTED SYSTEMS MANAGEMENT SERVICES (Servers, dEsktop, LAN)
	
	

	200 
	Generally Applicable Support
	
	

	201 
	Note: With respect to Desktop Equipment that is not LAN-connected (i.e., standalone desktop computers and portable computers), Vendor shall provide the same Distributed Systems Management Services as are provided to other Desktop Equipment to the extent technically and reasonably feasible in the absence of a LAN connection.
	
	

	202 
	Implementing, utilizing and maintaining automated tools to record and track inventory and configuration data from LAN-connected Desktop Equipment (capable of utilizing such tools) and Servers. 
	
	

	203 
	Developing and delivering to City, on an annual basis or more frequently as reasonably requested by City, forecasts of Distributed Systems operational requirements and other changes in response to the projected business needs of City.  
	
	

	204 
	Coordinating compliance to City’s standards by verifying City authorization of non-standard equipment and software requested by City to be obtained from Vendor.
	
	

	205 
	Performing certification, including preparing a certification process, integration testing, confirmation of proper operation, and other support of Desktop Equipment, except to the extent otherwise designated by City.  The certification process shall be subject to City’s review and approval.
	
	

	206 
	Implementing processes to achieve standardization (as defined by City) within the Distributed Systems environment (with documentation, implementation and communication of the standards to End Users).
	
	

	207 
	Evaluating, recommending, deploying and supporting new tools and technology solutions related to the Distributed Systems, as requested and approved by City.
	
	

	208 
	Researching methods and tools to improve and increase automation of operational support in the Distributed Systems environments, and providing technical support to City in the way of research, evaluation and implementation of such tools and methods.
	
	

	209 
	Cooperating with City to research and implement tools to improve Performance Standards and/or performance of the Servers.  Tool selection will be influenced by City standards and technical direction, and any new/additional tools chosen should provide equivalent or better functionality than those already deployed.
	
	

	210 
	Performing comprehensive software audits of LAN-connected Desktop Equipment through which Vendor shall define and check for particular software signatures, monitor the use of Applications Software and check the presence and version of software present on a particular device.  Vendor shall install and operate such monitoring tools as are necessary to perform software audits of LAN-connected Desktop Equipment remotely in an automated fashion.  Vendor shall perform comprehensive software audits of standalone Desktop Equipment during such times as such Desktop Equipment has been made available to Vendor for performance of this or other Services.  Vendor shall report to City the results of such comprehensive audits (both for LAN-connected and standalone Desktop Equipment) after completion of each respective audit. 
	
	

	211 
	Providing Distributed Systems break/fix support, advice and assistance.  Vendor’s responsibilities shall include:

· correcting problems associated with Distributed Systems failure or maintenance, including through manufacturers’ warranty service and City’s third party service vendors
· providing installation of vendor provided upgrades, maintenance and support for Distributed Systems, including directly or through manufacturers’ warranty service and City’s third party service vendors

· maintaining comprehensive documentation on the Distributed Systems environment
	
	

	212 
	Deploying new Distributed Systems components, including database client Software.  Vendor shall design (where appropriate), configure and install Distributed Systems components.  This includes implementation of Desktop Equipment for a single Distributed Systems End User, replacement of Desktop Equipment for an entire department and upgrading LAN-connectivity Equipment installed in Distributed Systems Equipment to a new transport technology (e.g., FDDI, ATM) or protocol capability.
	
	

	213 
	Follow testing requirements for new technology introduced into the production environment, including regression testing of existing applications.
	
	

	214 
	Proactively making recommendations regarding refreshment of Distributed Systems.
	
	

	215 
	Performing physical moves, changes, installation/de-installation and removal of Desktop Equipment as required in accordance with City’s schedules and including as provided in Moves/Adds/Changes section of this Statement of Work.
	
	

	216 
	Providing installation and testing of vendor-provided upgrades, maintenance and support for Distributed Systems components, including database client Software.  Vendor’s responsibilities shall include support for shrink-wrapped and City-developed Applications, productivity development tools, Server-based Application support, and infrastructure support (e.g., shared resources, menu systems).  Vendor shall also maintain a level of documentation that reflects the complexity and diversity of the environment and enhances the Software support process.
	
	

	217 
	Implementing and maintaining appropriate tools and processes to allow automated and remote systems management of Distributed Systems:

· with respect to the Distributed Systems, such tools and processes shall include communications monitoring tools and processes including tools providing for remote diagnostics and repair, and hardware and software inventory

· with respect to Servers, the LAN and LAN-connected Desktop Equipment, such tools and processes shall include: communications monitoring tools (including tools providing fault notification and dispatching of technical personnel when required), and tools and processes relating to: security management, license management (including metering), performance measurement, backup/restore, and automatic alerting

· in addition, with respect to Servers and the LAN, Vendor shall implement tools to move the Distributed Systems environment to proactive monitoring and management 

· in addition, with respect to Desktop Equipment, Vendor shall implement tools to enable Vendor to perform restoration assistance
	
	

	218 
	Performing electronic Software and Desktop Software distribution to Servers and Desktop Equipment, including database client Software as necessary or requested by City, including verification of the communications path, verification of available disk space and Desktop Equipment configuration, verification of existing Software and Desktop Software versions and old fall-back copy, distribution of new Software and Desktop Software versions, verification of delivery and accuracy, and verification of rollback to old Software and Desktop Software versions.
	
	

	219 
	Server Support
In addition to Generally Applicable Support (above), Vendor’s responsibilities with respect to desktop support shall include the following:
	
	

	220 
	Setting up and supporting Servers.  Vendor shall setup, configure and support Systems Software, Software directories and data storage on the Servers.  Vendor shall setup and configure Applications Software according to instructions and documentation provided by City.
	
	

	221 
	Performing Server startup and shutdowns and executing common utilities as required to provide the Services.
	
	

	222 
	Setting up and supporting gateways (including for access to legacy or external client systems) as required.
	
	

	223 
	Providing routine administrative services, such as:

· developing, establishing, installing, and maintaining directories, directory structures and naming conventions
· purging records, files and old End User accounts as appropriate
· performing routine backups of programs and data resident on the Servers
· restoring deleted files upon City’s request
· setting up print queues on the Servers
	
	

	224 
	Administrating rights and passwords to enable shared use of data, Applications, and resources.
	
	

	225 
	Providing, updating and maintaining shared use libraries of Software.
	
	

	226 
	Providing installation of City- and End User-specific Software as requested by City.  Vendor shall obtain City approval in advance of installing such Software to the extent such Software is non-standard Software (i.e., Software which has not been approved by City or compliance tested).  Vendor shall report to City the installation of such Software.
	
	

	227 
	Evaluating and certifying Desktop Equipment/LAN adapters, and other directly LAN-connected devices (such as Network Printers).  Vendor shall assist and support City in specifying the appropriate configuration and installation process for equipment that will be attached to, and will communicate over, the LAN.
	
	

	228 
	Where appropriate, configuring Servers to take advantage of alternate pathing and dial backup services on an automatic basis.
	
	

	229 
	Managing, maintaining, supporting and recommending enhancements to City’s Internet/Intranet access systems, including gateways, firewall servers, and surrogate file servers.  Vendor shall also be responsible for providing, maintaining and supporting City’s access to the Internet and other on-line support systems (e.g., Bloomberg, Reuters, NewsEdge) using technologically current tools, products, and methods.
	
	

	230 
	Providing City input and advice regarding standards for Distributed Systems component selection; evaluating and confirming such components are operating correctly in the Distributed Systems environment.  Vendor shall support, including using City protocols, City’s confirmation process within the Distributed Systems environment. 
	
	

	231 
	Analyze and correct all End User computing and/or network Problems that may be associated with Server processing.
	
	

	232 
	Cooperating with City to research and implement tools to improve Performance Standards and/or performance of the Servers.  Tool selection shall be in accordance with City standards and technical direction.  
	
	

	233 
	Desktop Support

In addition to Generally Applicable Support (above), Vendor’s responsibilities with respect to desktop support shall include the following:
	
	

	234 
	Having available desktop support specialist(s) who shall be qualified in supporting Desktop Equipment, including Desktop Software.  Such specialist(s) shall involve other Application support specialists as required to support the above requirements. 
	
	

	235 
	Developing, implementing, operating and keeping current a user desktop orientation program for new Desktop Equipment installation or new End Users that includes the following areas:  power on/off, login/logout, shutdown, basic security, printer setup, basic desktop familiarization and use, e-mail use, and, as coordinated between the Parties, use of standard Desktop Software and productivity tools.
	
	

	236 
	Periodically reviewing and analyzing the standards for City’s desktop technology and making recommendations regarding changes thereto.  Vendor shall also provide information regarding, and, to the extent possible with information available to Vendor, analyze the estimated economic impact, if any, on City’s business operations for implementing Vendor’s recommendations.  In this regard, Vendor shall evaluate the impact of implementation of any proposed changes.  Once approved by City, Vendor shall document, implement and communicate the standards throughout the supported environment.  
	
	

	237 
	Providing support for remote dial-in End Users of City provided Desktop Equipment (e.g., End Users who are traveling or remotely accessing LAN-based services from home), including through access to the Technology Service Desk, carry-in/depot based technical support, and support requiring local travel on a limited basis. Vendor will not be required to provide "home visit" support except to Elected and Appointed Officials and other employees as required by the City's CIO, or his designee.
	
	

	238 
	As requested by City, providing advice and recommendations respecting End Users on desktop business tools and commercially available applications software.
	
	

	239 
	Providing technical advice and problem resolution assistance relating to connectivity between Desktop Equipment and devices which may be attached to or interact with such Desktop Equipment.
	
	

	240 
	Supporting PC terminal emulation as reasonably necessary to meet City’s defined operational requirements.
	
	

	241 
	Restoring lost or damaged files using the data from the latest file backups for files under Vendor’s control.  Vendor shall assist End Users in restoring and attempting to restore lost or damaged files from file backups for files not under Vendor’s control.
	
	

	242 
	Performing migrations/evolutions of Desktop Equipment to new platforms.  Performance of migrations/evolutions of shrink-wrapped software may include the execution of conversion utilities provided by the vendor of such software or by City during the installation of new releases.  In such cases, Vendor shall use commercially reasonable means to assist City in testing the proper operation of such data conversion utilities, and if such utilities perform acceptably, then Vendor shall assist City in using such utilities to convert the data as a part of a migration.  Vendor shall take steps to assist City in validating the proper operation of such utilities.
	
	

	243 
	Maintaining a set of City-approved standard desktop images.  Vendor shall utilize a release management process, as the Parties agree, to manage how and when Application(s) are placed and loaded onto the Desktop Equipment.  Vendor shall manage multiple versions of Applications Software through this process.  Prior to loading software, Vendor shall provide an environment for City to test and document modifications to software before implementation into a production environment. Vendor shall advise and provide support to affected City End Users and IT personnel.
	
	

	244 
	Subject to appropriate planning, testing and verification, installing fixes/patches to, new releases of, enhancements of, and upgrades to Desktop Software as made available by Desktop Software vendors; and with respect to the new releases, enhancements and upgrades remain within one (1) generation of the then-current release; provided that City may, on a case-by-case basis, determine to remain at a prior generation.
	
	

	245 
	Unless otherwise specified by City, designating software configurations to be loaded by the suppliers of Desktop Equipment, providing pre-delivery preparation, inspection and testing of orders of Desktop Equipment on set-up.  Such testing shall include verifying that the asset conforms to the manufacturer’s specifications for such asset and, where applicable, verifying compliance with City’s integration specifications and requirements.  As necessary, such testing shall include unpacking of Desktop Equipment, Virus scans, LAN connectivity testing, compatibility and configuration testing, “dead-on-arrival” replacement coordination with the vendor, repackaging into original cartons, final piece count, additional repackaging, interim storage, and delivery to specified locations.  
	
	

	246 
	With respect to Desktop Equipment, performing the functions described in the Equipment and Software Management Section of this Statement of Work.
	
	

	247 
	LAN Support

In addition to Generally Applicable Support (above), Vendor’s responsibilities with respect to LAN support shall include the following: 
	
	

	248 
	Performing the activities identified in Network Engineering, Network Engineering, Network Connectivity and Operations and Cabling (all above) with respect to the LAN, as appropriate.
	
	

	249 
	Designing, developing, evolving, documenting, and recommending architectural designs and standards in accordance with industry best practice for LAN technologies (Switches, Routers, Wireless etc) and LAN Services (DNS, WINS, DHCP, Proxy etc.).
	
	

	250 
	Setting up, providing and supporting LAN connectivity between nodes on the LAN:
· vendor shall provide the connectivity necessary to support the Distributed Systems.

· vendor shall design the LAN topology between network devices, Desktop Equipment, and Servers to achieve access to the Servers, with particular emphasis on access to high performance Servers, gateways and high availability, including fault tolerance, that impact interactive response time.
	
	

	251 
	Setting up and supporting LAN access for remote access services and remote nodes.
	
	

	252 
	Removing nodes and LAN-connected Equipment no longer needed by City, as directed by City.
	
	

	253 
	Managing network NOS and IP addressing schemes and addressing assignment in a way that minimizes interruption or delay of normal City operations.  Vendor shall maintain IP addresses in accordance with City’s IP addressing scheme.  Upon the termination or expiration of the Agreement, City shall retain such registered IP addresses.   
	
	

	254 
	Managing the definitions, as approved by City, required to operate the LAN and its connectivity with the Network, including DNS, WINS, DHCP and proxy servers.
	
	

	255 
	Performing proactive management and alerting of all LAN devices, interconnects  and services to maximize uptime and availability.
	
	

	256 
	Performing LAN installation, modification and removal Services that include:

· installing, changing, disconnecting or removing LAN Equipment and related Software and configurations to meet business and Application requirements

· implementing LAN connection for new End Users
· implementing a LAN segment or ring for a new Application or End User community 

· implementing new address ranges as required
· installing upgrades to a newer networking environment or installations/upgrades to other synchronous and asynchronous LAN Services
· configuring and activating the appropriate LAN Equipment monitoring agent
· testing LAN Equipment after implementation to include remote monitoring through agents and monitoring systems
	
	

	257 
	Managing and monitoring the LAN and correcting, to the extent within Vendor’s control, observed and reported incidents.  Performance sampling will include peak hour averages, by segment, as requested by City.
	
	

	258 
	Installing, troubleshooting and maintaining LAN-based Equipment.
	
	

	259 
	For the addition of new LAN sites for City, providing connectivity as reasonably requested by City.
	
	

	260 
	Performing LAN infrastructure maintenance directly or through a third party.  This responsibility includes support of the switching devices, encryption/security devices, intelligent/non-intelligent wiring hubs, and routing/bridging technology and the various monitoring devices.  
	
	

	261 
	 Scheduling LAN outages related to installation and maintenance during off-peak hours as approved in advance by City.  Vendor shall notify City, as appropriate, prior to the scheduled outage.
	
	

	262 
	Recommending and, upon City’s approval, deploying identified levels of redundancy in the infrastructure to meet Performance Standards and for monitoring and recommending upgrades of the Equipment and Software components to keep the environment current and stable.  
	
	

	263 
	Providing physical design, testing and documentation of the infrastructure  Vendor shall also be responsible for the development of back-out procedures in the case that an upgrade fails.
	
	

	264 
	Supporting remote access synchronous and asynchronous network services such as modem sharing technologies and remote terminal access devices.
	
	

	265 
	Supporting wireless LAN (“WLAN”) Services to the extent approved and funded, including:
· engineering and designing, installing and configuring, and maintaining documentation and inventory of all WLAN equipment including cabling and wiring
· providing secure, encrypted connectivity for End Users to Network services (e.g., Internet access, network printers, etc.)

· providing “hotspots” for open access to the Internet in applicable locations approved by City (e.g., common areas, conference rooms, etc.) 

· providing and managing secure connectivity between buildings without wired connectivity (i.e., wireless bridges), where appropriate

· ensuring wireless devices (e.g., access points) are on a segmented network
· monitoring wireless secure networks at least monthly or as required for unauthorized access and report any such unauthorized access to City
· employing appropriate encryption measures in compliance with City policies and standards (e.g., WPA2)
· complying with all radio frequency regulations

· disconnecting or removing WLAN Equipment and related Software and configurations to meet business and Application requirements
	
	

	266 
	Hours of Operation
	
	

	267 
	Vendor shall be responsible for the Distributed Systems Management Environment twenty-four (24) hours per day, seven (7) days per week, with on-site coverage between 6:00 a.m. and 6:00 p.m. each Business Day, and pager support during all other times; except, however, to the extent that the Services described in this Article are either (i) being provided pursuant to Incident Management activities, or (ii) of a nature requiring performance outside of such hours so as to avoid adversely affecting business operations (e.g., emergencies).  
	
	

	268 
	Moves, Adds, and Changes
	
	

	269 
	As requested by City, Vendor shall be responsible for planning, managing, performing and testing moves, adds and changes for the following categories of technology assets (“MACs”):  

· “Desktop Workstation,” which shall mean Desktop Equipment and Desktop Software consisting of desktop/deskside computer systems (e.g., collectively, the CPU/hard drive cabinet, monitor, keyboard, mouse, modem, directly attached devices and software)

· “Laptop Workstation,” which shall Desktop Equipment and Desktop Software consisting of notebook/laptop computer systems (e.g., collectively, the CPU/hard drive unit, monitor, docking station, keyboard, mouse, and directly attached devices and software)
· “LAN Node Equipment,” which shall mean general purpose user-accessible shared devices, including printers and scanners

· Telephone handsets including consoles
	
	

	270 
	Moves, adds and changes carried out pursuant to Incident Management activities shall not be treated as MACs.  Moves, adds and changes for Equipment and Software not described above shall be the responsibility of the Vendor.  Vendor shall perform its MAC responsibilities so as to minimize the impact on City’s operations.  Vendor’s specific responsibilities with respect to MACs shall include the following: 
	
	

	271 
	· As part of planning a MAC, Vendor shall prepare MAC orders in consultation with City and shall validate the correctness and proper authorization for MAC orders.  In addition, Vendor shall, for each MAC, establish a backout procedure so as to be able to undo such MAC and restore pre-MAC status in the event of unsuccessful testing.  If City space planning personnel are involved in a MAC, Vendor shall coordinate with such City personnel.
	
	

	272 
	· Vendor shall be responsible for coordinating the MAC from initiation to completion, including serving as a single point of contact, coordinating with City groups (including as required regarding cabling and wiring issues) and third party services/products suppliers to achieve high quality execution of such MAC.  As a part of the foregoing Vendor shall coordinate with required parties in the performance of MAC site inspections and the preparation of MAC sites for MACs.
	
	

	273 
	· Vendor shall provide on-site post MAC support as necessary.  In the event a MAC occurs after hours, such support shall begin the next working business day and continue as is necessary and appropriate.
	
	

	274 
	· Vendor shall be responsible for testing each MAC.  Testing shall include acceptance procedures that use objective and demonstrable criteria to verify compliance with performance specifications and applicable criteria.  A MAC shall not be deemed completed until Vendor has notified City that such MAC has successfully passed applicable acceptance testing procedures and City has notified Vendor of its acceptance.
	
	

	275 
	· Upon the completion of each MAC, Vendor shall update the Asset Management System in a timely manner to document such MAC; provided that where performed by City, City will provide to Vendor relevant information to update the Asset Management System and Vendor will update such system based upon such information.  Such updating shall include tracking equipment and/or software changes made pursuant to the MAC.  The Asset Management System shall have functionality enabling Vendor and City to trace historical MAC activity.
	
	

	276 
	Vendor shall perform (i) up to and including thirty (30) MACs for Desktop Equipment, Laptop Equipment and/or LAN Node Equipment per calendar week; and (ii) up to and including thirty (30) MACs for telephone handsets per calendar week (each such MAC a "Routine Request MAC").  MACs other than Routine Request MACs shall be performed as a Project. For purposes of determining whether a MAC is a Routine Request MAC, the MAC counting rules set forth in Attachment A of this Statement of Work shall apply.
	
	

	277 
	Vendor shall remove and wipe End User hard drives when re-imaging, reassigning or disposing of equipment as directed by City
	
	

	278 
	ACTIVE DIRECTORY AND MESSAGING SERVICES

In addition to the Services applicable to all Servers, Vendor shall provide the required Vendor Personnel for the administration and support of City’s active directory and messaging environment, including the administration of messaging Servers, support of the messaging architecture, collecting and reporting messaging specific data, and technical support.  Vendor’s responsibilities in this regard include:
	
	

	279 
	Design and Implementation
	
	

	280 
	Enhancing existing messaging Applications to allow interface with new systems, database Software or changes for added functionality.  
	
	

	281 
	Performing design, development, configuration changes, and implementation of active directory and messaging Software (Exchange or successor products) for City to communicate as effectively and efficiently as commercially practicable both internally and with external entities.
	
	

	282 
	Evaluating and integrating new technologies, equipment, features, Applications, and services into the City active directory and messaging environment to support evolving City requirements (e.g., unified messaging).
	
	

	283 
	Designing, developing, implementing, and supporting current and evolving collaboration technologies to meet City's business requirements such as OMA/OWA, IM and Blackberry.
	
	

	284 
	Recommending changes to messaging application to improve performance and tuning, and implementing changes approved by City.
	
	

	285 
	Capacity Management and Restore
	
	

	286 
	Providing management, monitoring, reporting, and capacity planning of the active directory and messaging environments in accordance with industry standards and as otherwise necessary to meet City business requirements. 
	
	

	287 
	Provide restoration of active directory and messaging infrastructure for City after loss, failure or deletion.
	
	

	288 
	Performing recovery for all collaborative applications servers (and individual mailboxes) in accordance with the Procedures Manual
	
	

	289 
	Operations, Administration and Technical Support
	
	

	290 
	Providing management and administration services for the active directory and messaging environments, including group policy, container and object administration. 
	
	

	291 
	Providing active directory and messaging support and Problem resolution to all City locations that utilize City email and active directory Services.
	
	

	292 
	Servicing requests for active directory and messaging adds, changes, moves, and deletes of End Users, groups, distribution lists, and mailboxes. 
	
	

	293 
	Maintaining lists of who is authorized to perform additions, changes, deletions, or disabling of mailbox IDs, public folders, and permissions to messaging environments.
	
	

	294 
	Proactively monitoring and supporting the status and operation of (i) City’s messaging architecture; and (ii) all messaging Servers and messaging Software. 
	
	

	295 
	Providing, installing, configuring, and maintaining all collaborative messaging applications servers and applications releases and patches.
	
	

	296 
	Performing problem diagnosis and resolution activities for active directory and messaging Servers and Software and taking the appropriate steps to return the active directory and/or messaging Applications to service. 
	
	

	297 
	Providing and maintaining connectivity and routing between all collaborative applications server sites and between the sites and the Internet. 
	
	

	298 
	Educating, training and informing Technology Service Desk personnel on messaging Application changes, enhancements and modifications.
	
	

	299 
	TECHNOLOGY BUSINESS CONTINUITY SERVICES
	
	

	300 
	Technology Business Continuity Plan.

Vendor shall be responsible for the development, implementation, maintenance and testing of a technology business continuity plan for the Services (the “TBCP”).  The TBCP shall be a component of City’s overall business continuity plan (the “Business Continuity Plan”).  Vendor shall follow and implement City’s TBCP in effect immediately prior to the Effective Date until Vendor has produced its TBCP.  Once established, Vendor shall update the TBCP as necessary and appropriate to remain current with the environments covered by the plan.  This obligation shall include administering, managing and maintaining (i) the third-party disaster recovery services contracts to which City is a party as of the Effective Date; and (ii) any other contracts of the same or a similar nature to which City is or becomes a party.  Vendor’s responsibilities with respect to the TBCP shall include the following:
	
	

	301 
	Developing the TBCP in the following manner:
	
	

	302 
	· Within the first one hundred twenty (120) days after the Effective Date, Vendor shall review City’s TBCP and provide to City for City’s review, comment and approval written recommendations on revising and enhancing City’s TBCP.  Such recommendations shall be based upon Vendor’s appraisal of City’s overall technology business continuity/disaster recovery needs and shall not be limited based upon City’s existing technology business/disaster recovery capabilities.  To the extent the implementation of such recommendations would require capabilities in addition to City’s existing capabilities, Vendor shall so indicate and provide an estimated charge for implementation
	
	

	303 
	· Within fifteen (15) days after receiving City’s comments, Vendor shall provide City for City’s review, comment and approval, a draft of the TBCP, based on City’s TBCP and the Vendor recommendations approved by City.  Vendor shall incorporate any reasonable comments or suggestions by City into the draft TBCP 
	
	

	304 
	· Within fifteen (15) days after receiving City’s comments on the draft TBCP, Vendor shall provide City for City’s approval the final TBCP.  The TBCP shall not be implemented until it has been approved by City
	
	

	305 
	The TBCP shall be designed to enhance the effectiveness of City’s existing technology business continuity/disaster recovery capabilities.  Among other things, the TBCP shall:
	
	

	306 
	· List the time criteria for restoring City’s operating environment and transporting Applications data from off-site storage facilities to the applicable disaster recovery facilities
	
	

	307 
	· Provide for the recovery of mission critical IT processing capabilities and Applications within the time frames provided in the Business Continuity Plan
	
	

	308 
	Vendor shall provide support to the City personnel responsible for the Business Continuity Plan (the “City Business Continuity Team”), participate in proceedings of the City Business Continuity Team as requested by City, and in conjunction with the requirements set forth for the overall Business Continuity Plan, maintain the TBCP.  Vendor will receive business direction and requirements from the City Business Continuity Team and will receive authorization from such team to make significant changes to the strategic and/or tactical direction of the TBCP.
	
	

	309 
	Vendor shall be responsible for maintaining the TBCP, and providing ongoing planning and updates to the TBCP during the Term.  Vendor’s responsibilities in this regard include:  

· effectively managing and maintaining the TBCP
· adjusting the TBCP all disaster recovery capability as necessary to accommodate growth in City’s business volumes, changes in City’s operating environments, Application enhancements, changed processing locations, or new functions requested. All ongoing changes to the BCP documentation shall be made in accordance with an acceptable Change Control Procedure
· maintaining and continually enhancing the TBCP throughout the term of the Agreement, including: enhancements required due to the introduction and use of new technologies (e.g., Equipment, Software, Applications), Resource Units, processes, business functions, locations, priorities and City business realignments
· performing a gap analysis of current TBCP plans that exist and developing rationale and recommendations to address any perceived gaps
· integrating the TBCP related to the Services with any enterprise-wide City business continuity plans and activities

· documenting the manner and procedures by which the Vendor will provide disaster recovery and assist with and maintain business continuity
· with input and approval from City, developing a process that will determine and modify the list of mission critical Services on an annual basis
· working with City to incorporate security measures, as defined for normal operations, into the BCP

· maintaining a list of key personnel contacts and notification procedures for City, Vendor, and Third Party Vendor personnel
· providing a single point of contact for business continuity, related communications and other activities that are Vendor’s responsibility

· analyzing industry trends and recommending disaster recovery technology options to best fit City business needs
	
	

	310 
	Vendor shall test critical portions of the TBCP identified by City semi-annually, and shall test the complete TBCP at least once per year for a total of forty-eight (48) hours, in cooperation with City and a disaster recovery provider in accordance with the following: 

· scheduling testing at dates and times mutually agreeable to the Parties
· performing the test at the business recovery center
· permitting City to observe any or parts of such tests
· providing City with a written report of the test results and providing City with proposed TBCP modifications
· performing problem resolution and retesting of unsuccessful test components in a timely manner.  At City’s request this may include additional tests
	
	

	311 
	As requested by City from time to time, Vendor shall provide validation of the TBCP through an independent third party entity selected and funded by City to benchmark technology business continuity functionality and performance.  Such third party shall be independent of the Parties and shall be qualified to do the work.  Each Party shall be provided the opportunity to review, comment on and request changes in the results.
	
	

	312 
	Vendor shall identify opportunities for improvement and efficiencies in disaster recovery functions.
	
	

	313 
	In performing the Services, including in making recommendations, Vendor shall take into account the potential impact of its actions on, and integrate its actions with, prospective technology business continuity planning. 
	
	

	314 
	Technology Business Continuity Functions

In the event of a disaster, Vendor shall provide technology business continuity functions in accordance with the TBCP.  Vendor’s functions shall include the following:
	
	

	315 
	Declaring a disaster upon request of City, and jointly with City if a joint declaration is feasible.  Where a joint declaration is not feasible, and Vendor reasonably and in good faith believes that a disaster has occurred, Vendor shall promptly notify City of a declared disaster.
	
	

	316 
	Providing a single point of contact for technology business continuity-related communications and activities.
	
	

	317 
	Executing the activities within the TBCP and maintaining communications with City as to the status of the disaster and the progress of the restoration process.
	
	

	318 
	Assuming responsibility for the data processing operating environments and network facilities at the disaster recovery facilities.
	
	

	319 
	EQUIPMENT AND SOFTWARE MANAGEMENT SERVICES
	
	

	320 
	Equipment Management and Support

Vendor’s responsibilities with respect to management, maintenance, and support of Equipment shall include the following: 
	
	

	321 
	Staging, configuring, installing (including performing site surveys, testing and verification in support of installation as appropriate) and, as appropriate, de-installing and removing such Equipment:
	
	

	322 
	· Vendor shall plan and coordinate such activities with the appropriate City divisions, perform such activities in accordance with schedules designated by City and provide to City status reports regarding the progress of such activities. 
	
	

	323 
	· Vendor shall configure the Equipment according to City’s technology standards.
	
	

	324 
	· Vendor shall install the necessary Software.
	
	

	325 
	· Vendor shall perform full testing (which shall include verifying that proper connectivity is obtained and executing any vendor-supplied verification procedures) after installation and provide proper back-out procedures.  Vendor shall also support City during City’s performance of final acceptance testing.
	
	

	326 
	· Vendor shall make available support following installation as necessary to support potentially higher levels of problems that might follow installation.  Such support will be on-site as necessary.
	
	

	327 
	· Vendor shall promptly notify City of any problems that might affect availability of Equipment within established schedules.
	
	

	328 
	Performing imaging, operational testing, scheduling and integration of Equipment into the environment.  Vendor shall also reasonably assist additional testing conducted by City.
	
	

	329 
	Coordinating any testing, scheduling, and systems integration of these products.  Vendor shall also update the then-existing tools to track the frequency and type of roll-outs on a business-by-business basis.
	
	

	330 
	Performing operations required to support the refresh and cascading of technology throughout City’s operations.  This shall include planning and associated change management as necessary.  This shall include deinstallation, reinstallation, configuration, staging, and restoration of data.  
	
	

	331 
	Providing corrective and preventive maintenance for the Equipment as necessary to maintain the Equipment in good operating condition and in accordance with manufacturers’ specifications or other agreements as applicable.  Equipment leased by City shall be maintained by Vendor so as to meet the return requirements of the lessor of such Equipment.  As part of its responsibilities, Vendor shall maintain spare Equipment in the same manner as set forth above.
	
	

	332 
	Providing equipment support (including the provision of warranty services) made available by the corresponding third-party Equipment provider 
	
	

	333 
	Systems Software Management and Support
Vendor’s responsibilities with respect to management, maintenance, and support of Systems Software shall include the following:
	
	

	334 
	Installing and maintaining Systems Software.  Vendor shall cooperate with third party vendors, as necessary and/or requested by City, to support Third Party Systems Software.
	
	

	335 
	Monitoring availability of third-party vendor support (including the availability of fixes/patches, new releases, enhancements and upgrades) for Third Party Systems Software, as such support is made available by the corresponding third-party software vendors.
	
	

	336 
	Providing Third Party Systems Software support (including the provision of fixes/patches, new releases, enhancements and upgrades) made available by the corresponding third-party software licensors for Third Party Systems Software licensed by City
	
	

	337 
	Subject to contractual agreements, if any, maintained with the particular software vendor and the policies and practices of such third party software vendor relating to maintenance and generally applicable to such third party vendor’s customers, performing modifications or changes necessary to correct errors, including modifying code, and making operational modifications such that each item of Systems Software operates according to its documentation, specifications and operational requirements. 
	
	

	338 
	Monitoring and tuning the Systems Software.  Vendor shall also install, as appropriate and as recommended by Vendor and as approved by City, tools/products to better enable the Systems Software to perform efficiently and in accordance with applicable specifications.  
	
	

	339 
	Subject to appropriate planning, testing and verification, installing fixes/patches to, new releases of, enhancements of, and upgrades to Systems Software as made available by Systems Software vendors (including software development products and tools); and with respect to the new releases, enhancements and upgrades described above, so as to remain within one (1) generation of the then-current maintenance release; provided that City may, on a case-by-case basis, determine to remain at a prior generation.  Except as otherwise directed by City, Vendor shall perform such other functions as are required to maintain such currency (including maintaining the currency of language compilers for Applications developed with those compilers; and assisting City in performing data conversions) and to maintain the operability of non-current features (to the extent such maintenance does not conflict with the requirements in the immediately preceding sentence).
	
	

	340 
	Up to the level set forth above or as required by an emergency, implementing other preventive and remedial maintenance and updates for Systems Software provided by the Systems Software vendor.
	
	

	341 
	Providing appropriate information and documentation for any new, enhanced or modified Systems Software installed by Vendor, and thereafter providing appropriate updates to such materials (as provided by the vendor in the case of Third Party Systems Software).
	
	

	342 
	Maintaining compatibility of Systems Software with Applications Software to maintain operational continuity of Applications.
	
	

	343 
	Maintaining system and utility software documentation including as provided by the Systems Software vendor.
	
	

	344 
	Managing third party product support, including maintaining Third Party Systems Software as required by third party contracts and license agreements.
	
	

	345 
	Providing information to City about the functionality, architecture, data and other information related to the Systems Software, as requested by City (as provided by the vendor in the case of Third Party Systems Software).
	
	

	346 
	In the case of Systems Software for which only third parties are capable of performing development and maintenance functions, working diligently to require such third parties to perform such functions in accordance with Vendor’s obligations under the Agreement (e.g., install upgrades or new releases of the relevant Systems Software in a manner that provides for continued eligibility for the functions provided by third party vendors of such Systems Software).  Vendor shall direct, supervise and be responsible for maintenance performed on Third Party Systems Software by third party vendors or other qualified third party Vendors.  Vendor shall notify City in the event the third party ceases to perform such functions for such Systems Software and propose a reasonable alternative to continued use of such Systems Software.  Vendor shall implement such alternative as authorized by City.
	
	

	347 
	Reviewing Systems Software conversion plans with City.  Vendor shall perform Systems Software reviews with City for major operating system and sub-system releases.
	
	

	348 
	Providing support to enable communication between various processing platforms.
	
	

	349 
	Examining new features of operating systems and other software to determine how they could be utilized to improve and optimize City’s environment.
	
	

	350 
	Coordinating and implementing deployments, upgrades and new releases of Systems Software:
	
	

	351 
	· Vendor shall be responsible for operational testing, scheduling, and systems integration of Systems Software.  Vendor shall also support additional testing conducted by City.  Vendor shall update the appropriate tools to track the frequency and type of roll-outs on a business-by-business basis.
	
	

	352 
	· Vendor shall also test the Systems Software after roll-out and provide proper back-out procedures.  Vendor shall make available support following installation as necessary to support potentially higher level of problems that could follow installation.  Such support will be on-site as necessary.
	
	

	353 
	Managing and maintaining Systems Software license compliance.  Vendor shall monitor use of licensed Systems Software, including license metering and license tracking.
	
	

	354 
	Performing de-installation of Systems Software as requested by City or as otherwise mutually agreed upon.
	
	

	355 
	Maintaining, storing, cataloging and archiving Systems Software source code that comes into the possession of Vendor, taking into consideration the media (e.g., paper, magnetic) on which such source code exists, and including as necessary to maintain source code to object code integrity:
	
	

	356 
	· Vendor shall, in the course of performing the Services, report to City any source code determined to have been missing prior to the Effective Date or lost during the Term.  Such determination shall be made based upon factors including an analysis of a complete systems backup set, current as of the Effective Date, identified as the “Effective Date Backup”, and copies of which shall be separately maintained by each of the Parties.
	
	

	357 
	· With respect to source code lost during the Term, Vendor shall, with City’s cooperation and assistance, replace such source code at Vendor’s expense.
	
	

	358 
	· With respect to source code determined to have been missing prior to the Effective Date, Vendor shall, at City’s request on a case by case basis, recommend to City a strategy to replace lost or missing source code and shall execute such strategy as and to the extent agreed upon by the Parties.
	
	

	359 
	Subject to any contractual agreements maintained with the particular Third Party Software vendors, supporting Third Party Systems Software that is no longer supported by the original vendor as commercially reasonable.  
	
	

	360 
	Physical Configuration and Layout
	
	

	361 
	Vendor shall develop and implement, upon City’s approval, procedures and processes regarding the physical configuration and layout of Equipment and the LAN.  With respect to Equipment, such physical configuration and layout procedures and processes shall include provisions that address floor plan, Equipment placement, Equipment schematics, power distribution, HVAC load and cable schematics.
	
	

	362 
	Asset Inventory and Tracking

Vendor shall be responsible for managing and maintaining a current and accurate asset inventory of City's IT equipment and software.  Vendor’s responsibilities shall include the following:
	
	

	363 
	With the cooperation of City, developing an inventory of existing IT equipment and software.
	
	

	364 
	· Vendor shall recommend, and as approved by City shall implement and operate, an automated asset management system to track equipment and software (the “Asset Management System”).  Information to be tracked includes (where reasonably available to Vendor and where the Asset Management Systems is capable of tracking such information) manufacturer, serial number, model number, configuration, version and release levels, brief description, asset location, financial obligations (lease, maintenance and Software), required lease notice provisions, maintenance provisions, maintenance history, deployment date, purchase date and internal City user accounting information.  Vendor shall provide City with read-only access to the Asset Management System.
	
	

	365 
	· Vendor shall conduct an initial inventory to populate the Asset Management System as promptly as commercially reasonable, but in no event longer than six (6) months after the Effective Date.  
	
	

	366 
	· Vendor shall tag or load each item of equipment with a bar-code label or similar marker provided by City for purposes of identification and tracking (including tags for both City’s IT division and City’s purchasing division).  Vendor shall communicate tagging information to City’s purchasing division as necessary for City to enter such data into City’s purchasing systems.  Vendor shall recommend automation improvements and integration solutions to integrate City’s purchasing systems with the Asset Management System.
	
	

	367 
	· Vendor shall maintain and update the Asset Management System as necessary to account for equipment installations, moves, adds and changes.
	
	

	368 
	· Where the Asset Management Systems is capable of tracking such information, using the Asset Management System, Vendor shall perform Software license tracking, management, and monitoring to keep the number of installed copies of Software within the number of licenses obtained by or for City.  Vendor shall report license compliance to City including making recommendations to purchase additional license capacity or curtail usage where necessary to restore or continue to maintain license compliance.  Vendor shall notify City in situations where City is or may become non-compliant under an applicable license.
	
	

	369 
	Implementing and maintaining automated asset management tools and processes that support auto-discovery and facilitate deployment and re-use of City and Vendor-owned technology assets.  Vendor shall utilize such tools and processes in concert with problem management, Change Control Procedures and Technology Service Desk tools and processes.
	
	

	370 
	On a monthly basis, performing a physical inventory of no less than 10% of the equipment in the Asset Management System, such that all Equipment is physically inventoried once per year. Vendor shall report results to City and update any inaccurate records.
	
	

	371 
	Providing periodic reports as necessary or requested by City, and responding in a timely manner to queries and requests from City concerning inventory data or supporting information.
	
	

	372 
	APPLICATIONS SOFTWARE MAINTENANCE SERVICES
	
	

	373 
	General

Vendor shall be responsible for providing maintenance for, and development of, Applications Software.  In performing Applications Software maintenance and development activities, Vendor shall perform such activities (including testing) in such a way that Equipment resources (e.g., Server data storage) are utilized to a degree of efficiency which is as high as reasonably possible without compromising the timely completion of such activities or implicated Service Levels.  Vendor’s general responsibilities with respect to Applications Software maintenance services include the following:
	
	

	374 
	Maintaining development and test environments as required to perform the work described herein.  The development and test environments will be designed and maintained by Vendor so that development and test activities will not adversely affect the production environment.  Vendor shall expand capacity if production requirements constrain the ability to adequately develop and test.
	
	

	375 
	Providing City with reports on a monthly basis tracking the progress of Vendor’s performance of maintenance and development work.  In addition, Vendor shall provide timely responses to City’s requests for information and reports necessary to provide updates to City and provide City with a soft copy database extract from the database that tracks progress of Vendor’s performance of maintenance and development work.
	
	

	376 
	Developing and maintaining Applications in accordance with City’s strategies, principles, and standards relating to technical, data and Applications architectures as communicated to Vendor.  Vendor shall contribute to the ongoing development of such strategies, principles and standards through, at a minimum, advising City of developments in technology which may be applicable to City business requirements.
	
	

	377 
	Acting as a resource with respect to knowledge and information regarding the supported Applications Software, as required by City-authorized entities and End Users.  This shall include providing information and consulting support with respect to system functionality, providing assistance with interface file testing, designing appropriate test environments, performing system demonstrations and training, and maintaining system documentation (other than for new functionality that would be part of the enhancement project).
	
	

	378 
	Using technologically current development/maintenance tools (e.g., code generators) and languages as appropriate to improve programmer productivity, code stability and reusability.
	
	

	379 
	Tracking and reporting to City hours of labor expended on Applications Software maintenance and development activities.  Such time reporting shall be standardized, uniform, and at a level of detail that reasonably describes the work performed.
	
	

	380 
	Within ninety (90) days after the Effective Date, evaluating the current Applications environment and making recommendations regarding the improvement of the environment through (i) the use of tools, (ii) changes or modifications to platforms, and (iii) standardization, each consistent with City’s strategic direction as specified by City.
	
	

	381 
	On an ongoing basis, analyzing and recommending to City methods to improve Applications operating performance.  Such analysis and recommendations shall include:
	
	

	382 
	· Recommending new solutions to enhance processing efficiencies and capabilities (e.g., systems, storage and telecommunications)
	
	

	383 
	· Performing system tuning, load balancing and other run time improvements.  Vendor shall perform regular monitoring of utilization needs and efficiencies and report on tuning initiatives regularly
	
	

	384 
	· Monitoring Application trends and follow-up on recurring problems
	
	

	385 
	In conjunctions with the Incident Management activities and Technology Service Desk functions described below, investigating problems, providing Applications installation support, responding to End User requests and inquiries, and assisting with the prioritization and maintenance of outstanding work logs.
	
	

	386 
	As requested by City, supporting multiple release levels of Applications (but only one release level in the production environment).  If an Application is owned by a third party, Vendor shall work with such third party to obtain and monitor the support it provides for the Application. 
	
	

	387 
	Updating and bringing into compliance with the requirements of Vendor’s methodologies the documentation for Applications Software existing as of the Effective Date.
	
	

	388 
	Developing, implementing and maintaining interfaces necessary for City systems otherwise used in the provision of the Services to communicate with external entities.
	
	

	389 
	Performing the activities identified in Systems Software Maintenance (above) for Applications.
	
	

	390 
	Applications Software Management and Support.

Vendor shall be responsible for Applications management and support.  Vendor’s responsibilities with respect to Applications Software shall include the following:
	
	

	391 
	Emergency Maintenance.  Vendor shall resolve ABENDs, correct errors and attempt to correct invalid data, without regard to the source of such ABENDs, errors or invalid data (even if End Users), including rescuing production systems, performing such functions as are necessary to reinstate service to the business (e.g., re-running processing) and resolving issues caused by End User errors.  This may include:  (i) restarting or amending production schedules due to late arrivals of critical interfaces or due to Equipment/network communications problems; and (ii) at Vendor’s election, performing permanent “fixes” so that problems do not re-occur.  Vendor shall work closely with appropriate City personnel to provide proper production problem resolution.  
	
	

	392 
	Third-Party Support.  Vendor shall:
	
	

	393 
	· Monitor availability of third-party vendor support for Third Party Systems Software, as such support is made available by the corresponding third-party software vendors; 
	
	

	394 
	· Provide Third Party Application Software support (including the provision of fixes/patches, new releases, enhancements and upgrades) made available by the corresponding third-party software licensors for Third Party Applications Software licensed by City 
	
	

	395 
	· Implement as appropriate during scheduled Maintenance Windows, Applications Software fixes/patches new releases, enhancements and upgrades for Applications Software.  
	
	

	396 
	Upgrades.  Vendor shall provide and install new releases of, enhancements, and upgrades to the Applications Software as made available by the Applications Software vendor (including software development products and tools).
	
	

	397 
	Production Maintenance.  Subject to any contractual agreements maintained with the particular Third Party Software vendors, Vendor (i) shall be responsible for the correction of Application defects or problems that require Application code or operational modifications (including night and weekend rescue), coordinating with Third Party Software vendors when appropriate, and (ii) shall have ownership and management of each issue through to appropriate resolution.  Vendor shall perform this support so as to minimize disruption on production Applications and End Users.  Vendor shall provide production support for critical Applications, as made known to Vendor by City from time to time, on a twenty-four (24) hour, seven (7) day per week basis.  As part of production maintenance, Vendor shall, in the context of quarter/year end processing and other large-scale productions, provide to City and End Users such support as is necessary to cause the format and layout of printed reports/statements to meet City-defined business requirements (this includes performing quality assurance and providing extended on-site support for expedited turnaround of code modifications but excludes enhancements to the report programs).
	
	

	398 
	Preventive Maintenance.  Subject to any contractual agreements maintained with the particular third party software vendors, Vendor shall be responsible for Application tuning, code restructuring, and other efforts undertaken to improve the efficiency and reliability of Applications Software and to minimize ongoing maintenance requirements.  Vendor shall tune Applications Software systems to improve operational performance and optimize computing and networking resource usage.  Vendor shall properly install upgraded Applications Software into the production environment without disrupting the business it supports.  These efforts shall include contingency and recovery preparation.
	
	

	399 
	Minor Enhancements.  Subject to any contractual agreements maintained with the particular third party software vendors, Vendor will perform minor enhancements to the Applications Software.  “Minor Enhancements” are defined as Applications Software development work (e.g., a modification or change), that requires 20 man-days or less of effort. 
	
	

	400 
	TECHNOLOGY SERVICE DESK SERVICES
	
	

	401 
	Technology Service Desk Services

Vendor shall operate a primary help desk process that will coordinate user support functions among Vendor personnel, City personnel and external suppliers (the “Technology Service Desk”).  The Technology Service Desk will provide problem determination, resolution and/or tracking, as applicable, with respect to problems arising from, or relating to the City IT environment, including the Services.  The Technology Service Desk shall provide coverage twenty-four (24) hours per day, seven (7) days per week (with on-site coverage between 6:00 a.m. and 6:00 p.m. C.T. each Business Day, and on call support during all other times) through central telephone numbers (both toll-free and internal).  Vendor’s responsibilities with respect to the Technology Service Desk shall include the following:
	
	

	402 
	Providing a single point of contact as the initial point of contact for responding to questions regarding the Services or originating and coordinating problem tickets.  The Technology Service Desk will provide first level problem resolution at the time of the initial receipt of the notification in accordance with the Service Levels.  In the event that the Technology Service Desk is unable to resolve a problem at that time, and the problem arises from or relates to the Services, the Technology Service Desk will route the call to appropriate Vendor problem management resources and retain responsibility for tracking and managing the problem to resolution, as well as communicating status to the affected personnel.  If the problem arises from or relates to the City IT environment but does not arise from or relate to the Services, the Technology Service Desk will route the call to secondary resources (including as previously designated by City).  In such instances, Vendor shall cooperate with other internal or external parties with respect to the resolution of the problem and shall be responsible for tracking and managing the problem to resolution.
	
	

	403 
	Opening problem tickets promptly upon identification of a problem to the Technology Service Desk, routing problem tickets to the appropriate entity for resolution (internal or external), tracking the progress of problem resolution efforts, timely escalating problems to the appropriate levels for resolution (internal and external), and closing problem tickets upon (i) confir​mation by the affected End User(s) that the problem has been resolved, (ii) confirmation by Vendor or City staff that all activities necessary to take the corrective action have been implemented properly and (iii) completion of required documentation.  Only one problem ticket (a “Technology Service Desk Incident Ticket”) shall be opened for each Incident.  Upon notification of a Incident to the Technology Service Desk, Vendor shall identify and classify such Incident: (A) first, as corresponding to one of the Incident Resolution Time metrics and (B) second, according to the applicable severity level described for such metric.  An “Incident” shall mean any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service.  If a Incident is determined to be inadequately resolved following initial closure of a Technology Service Desk Incident Ticket, then the initial Technology Service Desk Incident Ticket shall be reopened and a new Technology Service Desk Incident Ticket shall not be issued.  
	
	

	404 
	Solving incidents without need of further actions, using diagnostic and monitoring tools and services as appropriate, including remote control software (to the extent provided by City).
	
	

	405 
	Recording, tracking, and updating in a timely manner Technology Service Desk Incident Ticket information using a single automated incident tracking and reporting system, with such information being entered into a common, real-time shared database.  Such system and database shall include:  
· A knowledge management mechanism to capture, store and retrieve solutions for reuse by Vendor and City personnel

· The ability to allow City and other personnel identified by City to Vendor to input incident tickets under processes and procedures agreed to by Vendor and City

· The ability to receive automated notification of incidents

Vendor shall make available to City personnel designated and approved by City data within such database, as requested by City.  Vendor shall have access to, and leverage for reuse, Vendor-wide cross-customer solutions.  In an appropriate and timely manner, Vendor shall communicate pertinent information regarding incidents and associated progress and make such information available to relevant parties identified by City to Vendor.  If the information related to the resolution of the incident is not entered into the system in a timely manner, the Technology Service Desk shall contact and follow up with the personnel responsible for making such entries, and with their supervisors as necessary, until the appropriate information has been entered into the incident tracking system.  Vendor also shall review the entries to confirm that they conform in form and substance with Technology Service Desk procedures.  Entries into the Technology Service Desk system will be in English.  All communications by and with the Technology Service Desk will be in English.  
	
	

	406 
	Providing City with access to the database for reviewing and using the data. 
	
	

	407 
	Implementing a process for tracking and reporting Services incident resolutions and Technology Service Desk activity, including Technology Service Desk Incident Tickets, calls received, and calls answered.  In this regard, Vendor shall perform the following functions:
	
	

	408 
	· Calculate statistics and publish as part of the Monthly Performance Report the number of calls, sources and types of calls and incidents, average time to resolve incidents, number and percentage of calls resolved upon first contact, abandoned rate, number and percentage of calls esca​lated to other departments (e.g., technical functions, Applications, telecommunications), percentage of calls resolved upon first contact, and other pertinent call and incident management information.
	
	

	409 
	· Analyze call trends, including root cause analysis, and recommend actions to reduce calls .  Vendor shall investigate the cause of the service degradation, take remedial action to resolve or work around, implement proactive measures to avoid such degradations in the future, and report on such incidents with trending analysis.
	
	

	410 
	· With respect to incidents relating to or arising from the Services, report types of incidents, total number of incidents, outstanding incidents and resolution times (including the average time to resolve incidents).
	
	

	411 
	· Analyze user calls and recommend training that would improve user productivity.
	
	

	412 
	Providing skilled personnel (i) with appropriate incident management capabilities and technical knowledge with respect to the Equipment, Software and Desktop Equipment, and (ii) who are able to handle peak volumes of incoming calls.  In addition, the Technology Service Desk support staff provided by Vendor shall be trained in or otherwise made knowledgeable about new products and services that are developed.
	
	

	413 
	Promptly performing password resets and suspending of user IDs.
	
	

	414 
	The Technology Service Desk shall (i) have adequate training in help desk techniques to be proficient in understanding the City technical environment and identifying and resolving incidents; and (ii) maintain up-to-date contact lists throughout the Applications delivery and technology organization for escalation of incidents.
	
	

	415 
	 The Technology Service Desk shall follow the escalation management plan to provide timely response to reported Incidents.
	
	

	416 
	SECURITY SERVICES
	
	

	417 
	Information Security
Vendor shall be responsible for maintaining the security of information in environments under Vendor’s management and control.  Vendor shall develop and implement an information security approach, subject to City’s approval and City’s security policies, that follows a resource-ownership responsibility concept for security, for validating access authority, for encrypting information where necessary, and for regularly reviewing authorized access for computer users (including periodically reviewing access lists to verify that each user ID having access still requires such access).  Without limiting the generality of the foregoing, Vendor shall follow security procedures identified from time to time by City, provided however, that if such security procedures would reduce the effectiveness of, or otherwise conflict with the maintenance of, the information security otherwise being provided by Vendor:  (i) Vendor shall notify City of the impact such City identified security procedures would have on the information security then being provided by Vendor; and (ii) the Parties will resolve any conflicts in such manner as is agreed upon at the time..  Vendor’s responsibilities with respect to information security shall include the following:
	
	

	418 
	Managing and administering access to all protected system resources and data, including the Software, systems, networks, systems files, and City Data.  City will retain authority for approval of data or system access requests.  City will notify Vendor what entities and personnel are to be granted access to the Vendor-operated systems and City Data, and the level of security access granted to each.  Vendor shall follow City’s instructions, follow the procedures regarding such access as designated by City and, as the custodian of City Data, follow City’s requirements for classification and protection of City Data.
	
	

	419 
	Installing and updating system security Equipment, Software and Desktop Equipment, assigning and resetting passwords per established procedures, creating user ID’s, suspending and deleting inactive logon IDs, researching system security problems with City’s assistance, maintaining network access authority, processing City-approved security requests, performing security audits to confirm that adequate security procedures are in place on an ongoing basis, with City’s assistance providing incident investigation support, and providing Application security support and technical advice.
	
	

	420 
	Reviewing information security procedures with City.  Vendor shall develop, maintain, update, and implement security procedures with City’s review and approval, including physical access strategies and standards, ID approval procedures and a breach of security action plan.  City will retain the authority to implement, maintain and update City’s data security policies, including the corporate information risk policies, standards and procedures; Vendor shall reasonably assist City to perform such tasks.  Vendor shall in cooperation with City implement programs to raise the awareness of End Users and staff personnel of both Parties as to the existence and importance of compliance.  Such security procedures shall meet the validation requirements of City and applicable laws (e.g., special statutory requirements) as specified and communicated in writing to Vendor by City.
	
	

	421 
	Developing, implementing and maintaining a set of automated and manual processes so that, to the extent reasonably possible, City’s data access rules, as they are made known to Vendor in writing, are not compromised.
	
	

	422 
	Administering user IDs across City Business Units in areas related to the dedicated environment and conducting such administration in accordance with City’s data security policies and the applicable service levels.  Such responsibility shall include:
	
	

	423 
	· When provided with forms from authorized submitters requesting new or modified log-on IDs, responding to access requests.  Vendor shall suspend and delete inactive log-on IDs as necessary.  Vendor shall suspend or delete log-on IDs immediately upon City’s request as a result of security or other policy concerns.
	
	

	424 
	· When provided with forms from authorized submitters requesting the addition, change or removal of access to City Data, responding to such requests within timeframes designated by City.
	
	

	425 
	· When provided with forms from authorized submitters requesting access to remote dial-in facility, responding to such requests within timeframes designated by City.  
	
	

	426 
	· Running periodic reports to identify accounts or materials that should be removed or unusual disk space consumption of a particular user or community.
	
	

	427 
	Coordinating system password changes, including for Servers, firewalls and applications, on a quarterly basis or as reasonably requested by City.  Vendor shall be responsible for changing and testing local passwords as required.
	
	

	428 
	Proactively monitoring users of the processing environment for authorized access.  Vendor, with City’s participation, shall monitor, review and respond in a prompt and appropriate manner to access violations.
	
	

	429 
	Capturing data regarding routine access and exceptions for audit trail purposes, and making such data available to City upon request; provided that Vendor’s obligations in this regard shall be limited by the data capture capabilities of commercially available software providing such capabilities.
	
	

	430 
	Establishing and administering security violation and unauthorized access attempt report mechanisms.  Where there is a security violation or an unauthorized access attempt discovered by Vendor or made known to Vendor, Vendor shall:  
· promptly provide a written report to City describing such violation or attempt, including the extent of such violation or attempt

· initiate corrective actions, with the assistance of City where appropriate, to minimize and attempt to prevent reoccurrence to the extent such violation or attempt is within an area under the control of Vendor

· recommend corrective actions to City to minimize and prevent reoccurrence to the extent such violation or attempt is not within an area under the control of Vendor

· prepare and retain documentation of investigations of such violation or attempt and provide a copy of such documentation to City
	
	

	431 
	Providing security mechanisms and tools, including for encryption and authentication, to prevent unauthorized access to (without discriminating between employees of City, employees of Vendor or third parties), and protect the integrity of, the systems, networks, Applications Software, systems files and City Data under Vendor’s management.  Vendor shall provide security access control tools for data, databases, Applications, operating systems, and networks within Vendor’s management in compliance with City security policies, standards and procedures as provided to Vendor in writing, and maintain such security and access control devices in proper working order.
	
	

	432 
	Maintaining and administering security databases.
	
	

	433 
	Where reasonably possible, restoring information lost or damaged as the result of a security violation.
	
	

	434 
	Performing security audits to verify that appropriate security procedures are in place.  Vendor shall perform periodic audit self assessments, and provide written responses to both internal and external security audits.  Vendor shall report violations to City.
	
	

	435 
	In consultation with City or its designees, identifying security risks and recommending and implementing procedures to minimize such risks.
	
	

	436 
	Establishing and maintaining safeguards for preventing the unauthorized access, destruction, loss or alteration of City Data under the management of Vendor that are no less rigorous than the practices of City (as made known by City to Vendor) or those Vendor uses to protect similar data of its own.
	
	

	437 
	Developing and implementing processes and procedures to secure, as reasonably possible, the Network and to protect the confidentiality of City Data, and developing and implementing processes and procedures to secure the Network against unauthorized access.  Vendor shall not give other parties (other than City and as otherwise approved by City) access to City’s Network components without City’s prior written consent.
	
	

	438 
	Managing security for the LAN, including implementing access requests and access rights lists and managing IDs, passwords, and logons.  Vendor shall maintain adequate security processes in place to prohibit unauthorized access to the LAN.  
	
	

	439 
	Establishing and administering procedures and mechanisms to enable secure inbound and outbound Internet/Intranet/Extranet access including firewall Servers and Internet/Intranet development controls designed to produce secure architectures.
	
	

	440 
	Establishing and administering procedures to control remote communications to and from the IT systems holding City’s programs and City Data (including Network access through the desktop).
	
	

	441 
	Creating, implementing and maintaining restricted access to system utilities.
	
	

	442 
	Security Equipment and Software
	
	

	443 
	Vendor shall cooperate and coordinate with City and its designee in developing and implementing a City Network security plan (“Network Security Plan”).  Vendor shall be responsible for configuring, deploying, operating, maintaining, and administering security equipment and software in accordance with the Network Security Plan and City security policies identified by City to Vendor; provided, however, that City acquires the related hardware, software and third party services.
	
	

	444 
	Virus Protection

Vendor’s responsibilities with respect to Virus protection shall include the following:  
	
	

	445 
	Installing, tailoring, updating, operating and maintaining Virus protection Software which will scan for Viruses automatically (including inbound and outbound e-mail and attachments, removable media, file Servers and other at-risk data stores).  With respect to Desktop Equipment, Vendor’s operating obligation (outside of the context of the remedial measures described below) shall be met by Vendor setting up Virus protection software to automatically execute as part of the End User login process.  
	
	

	446 
	Upon detection of a Virus, taking steps to notify the Technology Service Desk, assess the scope of damage, arrest the spread and progressive damage from the Virus, reduce the effects of the Virus, promptly report such Virus to City, immediately take steps to salvage and/or restore as much of the impacted functionality and data as possible, and, if the Virus causes a loss of operational efficiency or loss of data, mitigate the losses and restore such data where reasonably feasible.  
	
	

	447 
	Upon notification that a time-dependent Virus may have been or will be introduced, immediately taking steps to prevent such an introduction or take the steps set forth in the preceding sentence.  In addition, Vendor shall perform Virus scans on Desktop Equipment upon implementation or upgrade of Virus protection software to Desktop Equipment.
	
	

	448 
	Establishing and implementing a Virus awareness training program.
	
	

	449 
	procurement services
	
	

	450 
	General
	
	

	451 
	Vendor shall be responsible for supporting, administrating, managing and performing procurement of technology-related products and services requested and approved by City, including Equipment, Software, Desktop Equipment, Desktop Software, pagers, mobile/cellular phones, cabling (including fiber optic, LAN, Ethernet network, T-1, voice and voice T-1 cable) and services related thereto (collectively the "Components").  Vendor shall be responsible for technical and administrative activities associated with the procurement process within City.  Such responsibility will include processing user requests, performing request validation against City-defined technical and other standards; validation of City's approval for procurement; purchase execution; order administration; delivery administration; supplier management; staging and distribution; and inspection, installation, configuration and testing of Components delivered to City.  Within this process, Vendor shall protect City's interests, including verifying that Components are purchased in accordance with City requirements (e.g., at the lowest price available, considering market price, City's leveraged price, and the lowest price obtainable by Vendor).
	
	

	452 
	Components procured by Vendor will be treated as a Pass-Through Expense to the extent that the Components are procured from Vendor or by means of agreements between Vendor and third parties, and will be funded by City to the extent that Components are procured by means of agreements between City and third parties.  
	
	

	453 
	Procurement Procedures
	
	

	454 
	As part of the Procedures Manual, Vendor shall develop for City’s review and approval, and implement following City's approval, a set of standard Vendor/City procurement procedures that detail how Vendor will deliver the Procurement Services in a timely fashion (the "City/Vendor Procurement Procedures").  Except as otherwise identified by City, such City/Vendor Procurement Procedures shall be consistent with, and in all respects subject to, City's procurement policies, procedures, and practices, as such policies, procedures and practices may change from time to time (e.g., M/WBE requirements, reporting, identification of best prices) (the "City Procurement Requirements").  Vendor from time to time shall develop for City's review and approval changes to the City/Vendor Procurement Procedures to the extent necessary to maintain the City/Vendor Procurement Procedures consistent with the City Procurement Requirements.  The City/Vendor Procurement Procedures shall address such topics as acquisition authorization and procedures for expediting procurement. 
	
	

	455 
	Vendor shall recommend improvements to the City Procurement Requirements based upon Vendor's experience and industry "best practices".
	
	

	456 
	Vendor shall at all times comply with (i) except as otherwise identified by City, the City Procurement Requirements, including as necessary to meet audit requirements, and (ii) to the extent a Component is ordered under an agreement between City and a third party supplier, in accordance with the terms of such agreement.  
	
	

	457 
	Vendor shall respond to requests by City for information relating to Vendor's performance of procurement functions, including external audit requests and provision of third party price quotes, purchasing arrangements and invoices.
	
	

	458 
	Vendor shall manage, on behalf of City and in accordance with City’s policies, any protest or legal proceeding arising from the Procurement Services. 
	
	

	459 
	Procurement Processing 
	
	

	460 
	Pre-Order Assistance.  Vendor’s procurement responsibilities prior to placing orders for City for Components shall include: 
	
	

	461 
	· Assisting City in identifying City's needs and requirements for Components for input into City’s budget process
	
	

	462 
	· Providing purchasing support and technical advice to City personnel responsible for purchasing.  Vendor will keep City informed of new Component product offerings and changes in technology, and will monitor and report to City on a quarterly basis on such offerings, changes and the availability thereof
	
	

	463 
	· Providing consultation support to City, including providing consultation with City's agents on compatibility, configurations and releases, and consultation with developers on product standards, installation procedures, integration requirements, and production configurations
	
	

	464 
	Delivery of Requests and Orders to Vendor.  Vendor shall perform ordering request management and administration for the procurement of Components for City.  Vendor's responsibilities shall include receiving order requests from a City representative designated by City from time to time (the "City Procurement Representative") and reviewing such requests for completeness.  Vendor will also review requests for orders from a technical perspective, to ensure that the requested items will fulfill applicable requirements and function properly in City's environment.  Vendor will consult with the City Procurement Representative, as needed, to perform this validation and to better understand the user’s requirements.  If necessary and approved by City, Vendor will arrange for a field service technician to visit the user's site and further clarify such requirements;
	
	

	465 
	Order Preparation, Management and Administration.  Based on an order for a Component authorized by the City Procurement Representative, Vendor shall perform order preparation, management and administration functions, including:
	
	

	466 
	· Completing and processing forms in accordance with City Procurement Requirements
	
	

	467 
	· Identifying sources for the procurement of Components (i.e., Vendor contracts with suppliers) as requested by City, and providing City with competitive prices and other relevant information, including multiple bids if requested by City, from a list of suppliers approved by City (the "City-approved Suppliers"); provided, however, that, unless otherwise agreed by the Parties, any bids from Vendor or any Vendor Affiliate or subcontractor shall be provided by such entities before the provision of bids by any other suppliers.  Each Vendor contract with a third party supplier that is utilized by Vendor as a source for the procurement of Components hereunder shall designate City as a third party beneficiary of such contract.  Vendor will make available to City Vendor’s IT asset purchasing vehicles, including discounts, to the extent Vendor is not precluded by a third party from doing so
	
	

	468 
	· Analyzing from a cost/benefit perspective available bids and existing purchasing arrangements for the procurement of Components, and recommending and demonstrating to City the preferred suppliers based upon conformity to City's requirements, including the overall price/performance, effectiveness, and performance of the corresponding Components
	
	

	469 
	· Retaining familiarity with City’s budget on an ongoing basis throughout the Term, and communicating to City any situations where Vendor believes City is, or is likely to be, over-budget
	
	

	470 
	· As requested by City, coordinating with City’s purchasing division with respect to orders
	
	

	471 
	City Approval.  Vendor shall obtain and confirm City’s approval for all purchases of Components in accordance with the City/Vendor Procurement Procedures.
	
	

	472 
	Procurement.  In accordance with orders approved by City, Vendor shall procure Components satisfying such orders.  Vendor's responsibilities shall include:
	
	

	473 
	· Upon receipt of City's selection of the desired purchase option for the corresponding order and confirmation of City's approval, procuring the corresponding Component(s) in City's name (as purchaser, lessor or licensor of such Component(s)) in accordance with the corresponding order(s) and City's approval
	
	

	474 
	· Upon execution of an order, entering into the Asset Management System appropriate information about each new Component acquired, leased or licensed by City, and promptly updating such information to reflect changes
	
	

	475 
	Supplier Management and Delivery.  Vendor shall perform supplier management and delivery functions for Components, including:
	
	

	476 
	· Validating that orders are properly received and accurate
	
	

	477 
	· Interfacing with and coordinating with suppliers to monitor orders for fulfillment, including:

·  reporting on the status of orders
· confirming shipping plans
· monitoring configuration
· identifying and attempting to resolve supply and delivery problems including delays
	
	

	478 
	· Managing and tracking the delivery of Components to meet City's delivery requirements and to enforce the delivery obligations of the corresponding third-party vendor
	
	

	479 
	· As requested by City, providing status reports to City with respect to orders
	
	

	480 
	· Being proactive in determining any changes to a delivery date, preparatory date(s), and/or installation date(s) for Components, and communicating any anticipated changes to the affected parties as soon as possible.
	
	

	481 
	· Notifying the appropriate City personnel, including users, upon receipt of Components
	
	

	482 
	· Verifying that deliveries are properly made, in accordance with City's orders.  Vendor shall verify that no partial shipments are received without prior written approval by City.  If an order is incomplete or is not received on time, following-up with the entity providing the Components to obtain the complete order or minimize further delay, and communicating status updates regarding the order to City, other Third Party Suppliers, and End Users as necessary until the order is complete.
	
	

	483 
	· As directed by City, filing any claims on City's behalf associated with items damaged during shipment with the applicable transportation provider
	
	

	484 
	· To the extent that Components are being Procured from Vendor, a Vendor Affiliate or Vendor subcontractor:
	
	

	485 
	· Order Terms.  Vendor shall promptly acknowledge receipt of each order and shall respond to each such order in writing within one (1) Business Day (as defined in Schedule B) indicating its acceptance of the terms or any proposed changes thereto.
	
	

	486 
	· Order Delivery.  Vendor shall deliver Components in accordance with the order accepted by Vendor.  Delivery dates shall be firm and time is of the essence.  Delivery dates shall be as specified in each order.  Vendor shall deliver the Components to City's designated location and perform all of the services ordered and accepted on or before the dates specified.  Vendor shall provide the bill of materials for all Components delivered, including serial numbers, purchase order numbers and release order numbers for all items.  Vendor shall support a fixed service delivery time line for forecasted, standard catalogue orders.  Vendor will also support non-standard orders, for which Vendor will use commercially reasonable efforts to minimize delivery time (as determined by product availability).  Vendor shall also provide expedited delivery when requested by City.  Vendor shall make available to City multiple shipping alternatives (e.g., same-day, next-day, second-day) so as to facilitate such expedited delivery and permit City to reduce shipping costs.
	
	

	487 
	· Order Changes.  City shall have the right to withdraw any order prior to receipt of Vendor’s acceptance.  If any time after Vendor’s acceptance of an order hereunder, City withdraws, cancels or modifies such order, or returns any Components, Vendor shall use commercially reasonable efforts to reduce or otherwise mitigate any costs or expenses that might otherwise be imposed on City.  If Vendor fails to deliver the Components or perform the services by the scheduled delivery date, City may, in addition to all other remedies provided at law or in equity or in the Agreement, cancel such order, in whole or in part, or extend such delivery date to a later date subject, however, to cancellation if delivery is not made by such extended date.
	
	

	488 
	Receipt, Staging and Distribution.  Vendor shall receive, stage and distribute Components delivered to City.  Vendor's responsibilities shall include:
	
	

	489 
	· Managing the receipt of Components delivered to City
	
	

	490 
	· Unpacking Components and removing and disposing of all packaging
	
	

	491 
	· Delivering Components to appropriate City locations (including staging areas, stock rooms, user locations or as otherwise required by City)
	
	

	492 
	Inspection, Installation, Configuration and Testing.  Unless otherwise specified by City, Vendor shall be responsible for inspection, testing, installation and configuration of Components.  Vendor's responsibilities shall include:
	
	

	493 
	· Testing, to the extent commercially reasonable, to verify that the Component meets or exceeds the manufacturer's specifications for such Component and, where applicable, verifying compliance with City's specifications and requirements.  As necessary, such testing shall include disassembly and unpacking of orders, virus scans, LAN configuration testing, compatibility and configuration testing, "dead-on-arrival" replacement management, repackaging, final piece count and delivery to specified City locations
	
	

	494 
	· Transferring of data, Software and Desktop Software configurations to hardware Components as required.  Vendor will certify that Components properly operate within City’s information systems environment
	
	

	495 
	· Scheduling pre-field and installation activities and initiating and tracking any pre-installation work required (e.g., LAN drops), including coordinating activities across all platforms involved in fulfilling the request
	
	

	496 
	· Scheduling installations in accordance with City requirements
	
	

	497 
	· Configuring, installing and testing Components
	
	

	498 
	· Managing and monitoring the provision of connectivity to hardware Components at, or prior to, the time of installation
	
	

	499 
	· Performing systems and integration testing of Components prior to recommending the implementation of such Components in City’s environment
	
	

	500 
	· Performing returns or exchanges of Components that City does not use and exchanges of Components that fail to achieve initial or final acceptance due to defects or failures.  In the event City returns any Components following receipt, taking all reasonable steps to mitigate costs that might result from such returns
	
	

	501 
	· Removing City Data, Software and Desktop Software from Equipment and Desktop Equipment no longer used to provide the Services to the extent required by City’s security procedures
	
	

	502 
	· Removing Equipment, Desktop Equipment, Software and Desktop Software no longer used to provide the Services
	
	

	503 
	· In connection with product disposals, managing re-sale, buy-out or disposal, as appropriate
	
	

	504 
	Return Shipment. Vendor shall manage the return shipment process for all Components that are not accepted by City or are otherwise required to be returned to the supplier from which they were procured, which shall include:
	
	

	505 
	· Preparing the Components for return, including, as applicable:

· Complying with backup requirements and requirements for the permanent removal of any City Software or data that may exist on storage media (either fixed, removable, or shared)

· Preparing the Equipment for disposal or return to the lessor in accordance with City’s standards and procedures.
	
	

	506 
	· Managing the pickup and return of such Components from the staging facility or installation site
	
	

	507 
	· Managing the inventory of all such Components until the return shipment
	
	

	508 
	· Coordinating all Component returns with the respective manufacturers/suppliers of items and managing in-transit freight until returned to such manufacturers/suppliers
	
	

	509 
	· Removing asset tags and updating the inventory and purchasing systems for Component returns or, if Vendor is not able to perform the update to the purchasing systems, notifying the City contact of the needed update
	
	

	510 
	IT Service management  Processes 

Vendor shall perform the Services described herein (collectively, “Service Management” processes).  Vendor shall provide detailed documentation for each Service Management process in the Procedures Manual.
	
	

	511 
	Incident Management

Vendor shall provide and utilize an “Incident Management” process that will resolve Incidents and restore service operation as quickly as possible with minimum disruption to the business, thus enabling the best achievable levels of availability and service quality to be maintained to promote End User satisfaction.  Vendor shall implement and maintain processes under which a single point of contact has end-to-end responsibility for each Incident arising from or relating to the Services to minimize redundant contacts with the End User.  Vendor’s approach to this responsibility shall reflect an End User service focus. Vendor’s responsibilities in this regard include: 
	
	

	512 
	Identifying incidents arising in the performance of the Services and reporting these to City, including through the Technology Service Desk.
	
	

	513 
	Correcting or resolving incidents within the scope of Vendor’s responsibility.  Incident corrections will be subject to verification by the authorized City-affected End User or control person.  Vendor shall identify reasonable circumventions and workarounds to incidents; implementation of such circumventions and workarounds shall be subject to City’s prior approval.  Such implementation shall not affect or delay Vendor’s efforts to fully resolve the incident.
	
	

	514 
	Providing or dispatching support specialists to provide on-site troubleshooting and maintenance response as necessary to identify and resolve incidents.  Support specialists will be staffed on-site as follows:  6:00 a.m. to 6:00 p.m. C.T. each Business Day.  During other hours such support specialists will be provided through on call support.
	
	

	515 
	Maintaining communications with City and affected End Users on incidents through resolution.  Vendor shall, for each incident, provide prompt notification to City of system outages on critical systems and otherwise provide the Technology Service Desk with regular and timely progress updates that clearly indicate the nature of the incident, the estimated time to completion, and potential short-term alternatives.  Vendor shall make known to City, including through the Technology Service Desk, information regarding the status of Severity 1 and Severity 2 Incidents on at least a daily basis or more frequently as appropriate.
	
	

	516 
	Adhering to the procedures for incident escalation, review and reporting and also taking appropriate measures to avoid reoccurrence of incidents.
	
	

	517 
	Managing the effective execution of Incident Management to achieve its primary purpose to restore service as quickly as possible with minimal business impact.

	
	

	518 
	Implementing an Incident Management process that is flexible and facilitates effective communication and coordination across functions, City and City locations and Third-Party Vendor(s). 

	
	

	519 
	Integrating the Vendor’s Incident Management process with the other Service Management processes, including Problem Management, Configuration Management, and Change Management. 

	
	

	520 
	Ensuring the Incident Management process provides an audit trail that enables City to comply with Applicable Law.  It is essential that Vendor maintain detailed audit information of all activity that creates, changes, or deletes data and user access to systems that contain City and City Data.
	
	

	521 
	Providing end-to-end traceability, even when transactions span across multiple applications, systems components and parties.
	
	

	522 
	Communicating the Incident Management process to Vendor’s organization, City, and each Third-Party Vendor involved in the delivery of IT services to City. 
	
	

	523 
	Facilitating and leading information exchange between and among Vendor, City, and Third-Party Vendors to improve end-to-end Incident Management.
	
	

	524 
	Engaging and managing third party suppliers and vendors as necessary to localize and resolve incidents that arise from or relate to the Services.
	
	

	525 
	Developing and documenting processes regarding interfaces, interaction, and responsibilities between Level 1 support personnel, Level 2 support personnel, and any other internal or external persons or entities that may either raise an Incident, or receive an Incident.

	
	

	526 
	Wherever possible, designating end-to-end responsibility and ownership for each Incident to a single Vendor Service Desk staff member, thus minimizing redundant contacts with End Users.
	
	

	527 
	Providing a mechanism for expedited handling of Incidents that are of high business priority to City, based on the assigned Severity Level, as per escalation processes described in the Procedures Manual.
	
	

	528 
	Integrating with City’s existing Service Desk tools and the tools of Third-Party Vendors who provide IT services to City in order to provide real-time visibility of data records associated with Incidents, including Service Requests to City, and other Third-Party Vendors.
	
	

	529 
	Monitoring, measuring and providing information on incidents to the Technology Service Desk necessary for the Technology Service Desk to prepare necessary reports.  Vendor shall undertake to improve the average time to resolve incidents.
	
	

	530 
	On an ongoing basis, Vendor shall implement practices to improve the effectiveness of Incident Management processes.
	
	

	531 
	Problem Management

Vendor shall provide and utilize a robust and reportable “Problem Management” process, which is approved by City to resolve Problems and reduce the recurrence of Incidents. A “Problem” shall be defined as a condition often identified as a result of multiple Incidents that exhibit common symptoms or as a result of a single significant Incident, indicative of a single error, for which the cause is unknown, but for which the impact is significant. Vendor’s responsibilities in this regard include: 
	
	

	532 
	Communicating the Problem Management process within Vendor, to City and to each Third-Party Vendor. 

	
	

	533 
	Integrating Vendor’s Problem Management process with City’s, and Third-Party Vendor Problem Management processes, where the processes interact. 

	
	

	534 
	Integrating Vendor’s Problem Management process with its other Service Management processes, including Incident Management, Configuration Management, and Change Management. 

	
	

	535 
	Managing the effective entry of data into Problem Management systems, and escalate to City for prioritization and approval.

	
	

	536 
	Supporting and performing effective execution of Root-Cause Analysis (RCA) for Problems. 

	
	

	537 
	Managing and resolving any deviation from the effective management of Problems. 

	
	

	538 
	Facilitating information exchange between and among the Vendor and all Third-Party Vendors, which will drive continued improvement in end-to-end Problem Management.
	
	

	539 
	Conducting regularly scheduled Problem Management meetings to prioritize the resolution of Problems. 

	
	

	540 
	Regularly surveying of Incidents to identify recurring Problems. 

	
	

	541 
	Validating that Problem resolution and corrective actions taken are sufficient to confirm that root causes identified do not recur in same or similar environments. This includes update of manuals, procedures, and other documentation. 

	
	

	542 
	Verifying Vendor and all Third-Party Vendors are implementing corrective actions identified in accordance with requirements above in an expedited fashion. 

	
	

	543 
	Escalating to appropriate management within Vendor and all Third-Party Vendors if corrective actions are not being closed. 

	
	

	544 
	Documenting and publishing Problem Management meetings status reports to City, End Users, Vendor, and Third-Party Vendor key resources. 

	
	

	545 
	Providing and updating a knowledge management database with all relevant information, including documented workarounds for known Problems. 

	
	

	546 
	Continuously performing trend analyses on the volume and nature of Problems in order to identify areas for improvement, and reporting on the trend analyses and improvements to City and Third-Party Vendors on at least a quarterly basis. 

	
	

	547 
	Developing tools/scripts and enhancing processes to proactively perform Problem Management, with the objectives of automating the Problem Management process and predicting Problems before they occur. 

	
	

	548 
	 Implementing measures to avoid unnecessary reoccurrence of Problems. 

	
	

	549 
	Coordinating Problem tracking efforts and notifications to the Service Desk and Third-Party Vendors, and maintaining regular communications between all parties until Problem resolution.

	
	

	550 
	Managing all Problems in accordance with consistent and agreed classification and prioritization criteria.

	
	

	551 
	Retaining overall responsibility and ownership of all Problems until the Problem is closed subject to City approval.

	
	

	552 
	Capacity Management

Vendor shall provide and implement a robust and reportable “Capacity Management” process, which is approved by City.  Vendor’s responsibilities in this regard include:
	
	

	553 
	Applying the Capacity Management process to all aspects of the Services.
	
	

	554 
	Assisting City in forecasting the capacity requirements of City in response to projected business needs of City on an annual basis, or as City may reasonably request.  Vendor shall monitor and validate capacity forecasts against City’s actual utilization and report on resource usage trends.
	
	

	555 
	Verifying that there is adequate IT capacity to meet the required levels of service.
	
	

	556 
	Managing IT capacity to meet demand for the Services.
	
	

	557 
	Working with the City’s Program Management Office and governance processes to achieve optimal utilization of IT capacity. 
	
	

	558 
	Recommending the processing and storage capacity (including through the provision of Equipment) necessary to provide the Services.  Vendor shall make required capacity adjustments (increases or decreases) based on City’s defined requirements and subject to City’s approval.
	
	

	559 
	Monitoring resources and system performance, system utilization, capacity limits, and expected capacity needs, and recording that information in a Capacity Management Database (“CMDB”). 

	
	

	560 
	Producing regular management reports, including current usage of resources, trends and forecasts, and exceptions.
	
	

	561 
	Identifying, planning for and making recommendations for peak traffic and processing periods.
	
	

	562 
	Determining capacity requirements of all new systems to determining the necessary computer and network resources required, and then sizing such new systems taking into account hardware utilization, performance, and Service Levels.
	
	

	563 
	Utilizing new Equipment and Software products in Capacity Management in order to improve the efficiency and effectiveness of the process, as part of the continuous improvement and evolution of the Services.  
	
	

	564 
	Carrying out performance testing of new systems to confirm that such systems meet planned performance and utilization expectations and requirements. 
	
	

	565 
	Tuning systems to achieve optimum use of all Equipment and Systems Software resources. 
	
	

	566 
	Resolving performance-related Incidents and Problems. 
	
	

	567 
	Performing ad hoc performance and capacity studies as requested or as needed to deliver the Services. 
	
	

	568 
	In support of Application development and maintenance activities, estimating applicable resource requirements, including impact on the capacity of the server environment, network environment, end-user computing environment, etc., as required. 
	
	

	569 
	Actively including Capacity Management in the Change Management process to assess all changes for their impact on the capacity of the systems and provide appropriate feedback to those submitting changes. 

	
	

	570 
	Incorporating work schedules and dependencies between elements of the Services into Capacity Management planning. 

	
	

	571 
	Performing short-term demand management as required to maintain delivery of the Services during failures, spikes in demand, or other spontaneous events. 
	
	

	572 
	Working with the City, leading demand management activities to encourage End Users to make the most efficient use of the Services and to help minimize costs while maximizing the value it receives from the Services. This includes developing demand management models and making recommendations to dampen End User demands on systems, when requested.
	
	

	573 
	Availability Management 

Vendor shall provide and utilize a process to implement, measure, and manage the availability and reliability of all Services “Availability Management” to confirm that the levels of availability and reliability consistently meet business requirements and objectives. Vendor’s responsibilities in this regard include: 
	
	

	574 
	Providing the levels of availability and reliability of the Services in compliance with the Service Levels, at optimum cost (collectively “Availability”).
	
	

	575 
	Optimizing Availability by collecting, monitoring, analyzing, and reporting on all key elements of Availability. 

	
	

	576 
	Performing development, evolution, installation, configuration, management and monitoring of load balancing services that meet the needs of the City application suite in order to maximize uptime and availability of all City applications.

	
	

	577 
	Determining Availability requirements in business terms in order to achieve "end-to-end" availability for application services 

	
	

	578 
	Predicting and designing for expected levels of Availability and security, as well as producing an Availability plan. 

	
	

	579 
	Continuously reviewing and improving Availability. 

	
	

	580 
	Integrating Vendor’s Availability Management process with City and Third-Party Vendor Availability Management processes, where the processes interact. 

	
	

	581 
	Integrating the Availability Management process with other Service Management processes, including Incident Management, Problem Management, Change Management, Capacity Management, and business continuity management. 

	
	

	582 
	Producing Availability plans which address business forecasts for Availability and reliability, and capitalize on any technology changes that may cost-effectively improve levels of Availability and reliability; Implementing the Availability plans after they are approved by City.
	
	

	583 
	Producing Availability and reliability impact assessments with respect to requests for changes and New Services on a monthly basis. 

	
	

	584 
	Producing Availability and reliability trend analyses on a monthly basis. 

	
	

	585 
	Managing the monthly number of Availability-related Incidents to trend downwards each year. 

	
	

	586 
	Cooperating with City and Third-Party Vendors to provide end-to-end Availability for all Services. 
	
	

	587 
	Change Management

Vendor shall provide, upon City’s approval, and utilize a process to manage and control changes within City’s IT environment (“Change Management Process”).  Such process shall eliminate or minimize disruptions to City users caused by the implementation of change. Vendor’s responsibilities in this regard include: 
	
	

	588 
	Defining, developing, implementing, and communicating the Change Management Process within the Vendor’s own organization, City, and to each Third-Party Vendor. 

	
	

	589 
	For Changes relating to the Services, establishing a backout procedure so as to be able to undo such change and restore pre-change status in the event of unsuccessful testing.  If City space planning personnel are involved in a change, Vendor shall coordinate with such City personnel.
	
	

	590 
	Verifying that the effective execution of the Change Management Process, as well as an appropriate review of planned changes, takes place with due consideration of the business and technology risk of planned changes, taking into consideration all defined criteria (such as complexity of change, the skill level of the individual(s) executing the change, the planned change execution timeframe, the change slot timeframe, the back-out timeframe, and the relevant business processing criticality).
	
	

	591 
	Coordinating the change from initiation to completion, including (i) serving as a single point of contact and (ii) coordinating with City groups and third party services/products suppliers.  As a part of the foregoing, and as a part of the Services, Vendor shall coordinate with required parties in the performance of site inspections and the preparation of sites.
	
	

	592 
	Vendor shall provide on-site post change support as necessary.  In the event a change occurs after hours, such support shall begin the next working business day and continue as is necessary and appropriate.
	
	

	593 
	With proper authorization, stopping any planned changes that, in the professional view of the person performing the Services, would compromise the continuation of Services to City , and act as the gatekeeper to production, unless expressly overridden by the City’s [Operations Manager] in accordance with the approved [Change Advisory Board] escalation process.
	
	

	594 
	Assuming responsibility for escalating any issues arising from the decision to stop a planned change.
	
	

	595 
	Managing and conducting the review of any change failures, and providing a strong interlock between change and Incident Management and Problem Management processes so that post-change issues can be linked to the change activity where relevant.

	
	

	596 
	Managing to resolution any deviation from effective Change Management Process, ensuring the purposeful review and closure of failed changes.
	
	

	597 
	Facilitating and leading information exchange between and among Vendor and the Third-Party Vendors in order to drive an effective end-to-end Change Management Process.
	
	

	598 
	Not making changes that (i) may adversely affect the function or performance of, or decrease the resource efficiency of the Services, (ii) increase City's and City costs or fees, or (iii) impact the way in which City conducts its business or operations, without obtaining prior City approval.
	
	

	599 
	Managing the Change Management Lifecycle, including:

· Raising and recording Changes
· Assessing the impact, costs, benefit, and risk of the proposed Changes
· Providing and maintaining compliance with City policies
· Confirming business justification and obtain approval
· Performing Changes in City’s IT environments pertaining to the Services, including Changes to individual components and coordination of Changes across all components
· Making all Changes in accordance with approved Change Management procedures
· Monitoring and reporting on each Change implementation
· Reviewing and closing all Changes
	
	

	600 
	With respect to changes initiated by City with respect to City’s information technology environment pertaining to the Services, Vendor’s testing shall include acceptance procedures that use objective and demonstrable criteria to verify compliance with performance specifications and applicable criteria, including validation requirements of City, City’s customers and regulatory agencies.  A change shall not be deemed completed until Vendor has notified City that such change has successfully passed applicable acceptance testing procedures and City has notified Vendor of its acceptance.
	
	

	601 
	Integrating Vendor’s Change Management Process with City’s change management process and systems, as well as with the Third-Party Vendors’ change management processes, where the processes interact. 
	
	

	602 
	Cooperating with the Service Desk and Third-Party Vendor for Changes across all applications, system components, and parties. 
	
	

	603 
	Integrating its Change Management process the other Service Management processes, including Incident Management, Problem Management, Configuration Management, and business continuity management. 
	
	

	604 
	Upon the completion of each change related to the Services, Vendor shall document all changes to City’s information technology environment, including updating the Asset Management System, if affected, in a timely manner.  Such updating shall include tracking Equipment, Desktop Equipment and/or Software changes made pursuant to the change.
	
	

	605 
	Release and Implementation Management 

Vendor’s responsibilities with respect to managing releases within City’s environment include the following: 
	
	

	606 
	Maintaining a schedule of planned Application releases and implementations for all platforms and programs (“Release Plan”).
	
	

	607 
	Facilitating the progress of Application releases and implementations by identifying possible impacts at an early stage so that alternative planning can be performed or a contingency plan can be implemented.  Such releases and implementations shall include managing the Integration and Pre-Production testing environments, managing related delivery and access environments (e.g., DBAI), and planning and managing releases and implementation through to production.
	
	

	608 
	Collecting and collating all support documentation, program specifications, and job flows from release and implementation projects.  Vendor shall ensure that such documentation meets applicable production acceptance criteria and deliver completed projects to the appropriate production support resource.
	
	

	609 
	Conducting weekly progress meetings to discuss active projects.  Vendor shall involve representatives from the development team, implementation team, DBAs, and other parties that should reasonably be included in such meetings.  Vendor shall produce and publish minutes from such meetings.   
	
	

	610 
	Maintaining a release and implementation management Intranet site.  At a minimum, the site shall include the current release management policy and process standards, release management statistics, a list of planned changes, and a history log of plans and changes, and minutes from weekly release management meetings.  
	
	

	611 
	OTHER SERVICES
	
	

	612 
	Management Support and Advice
	
	

	613 
	Vendor shall proactively identify strategies and approaches for future information technology delivery within City.  Vendor shall assist City in setting City’s technology direction and strategy.  Vendor shall assist City in aligning City’s technical architecture with its business and technical strategies.
	
	

	614 
	Vendor shall support City in the management and representation of technology product and service offerings to its internal clients.
	
	

	615 
	Vendor shall conduct customer satisfaction surveys at three levels:  (i) overall satisfaction measured through formal surveys covering ongoing activities and project milestones; (ii) individual satisfaction measured through spot surveys after providing service to individuals; and (iii) informal satisfaction observed and documented through management meeting agendas and minutes.  Formal surveys will be conducted annually, with results reported to City.  Spot survey results will be presented twice annually, or at City’s request.
	
	

	616 
	As part of the Monthly Performance Report, Vendor shall provide City with softcopy database extracts from the management databases that track projects, problems and issues and also a financial projection of Vendor’s charges.
	
	

	617 
	Vendor shall support and participate in business meetings as reasonably requested by City.
	
	

	618 
	Vendor shall maintain appropriate levels of industry knowledge in City’s business.  
	
	

	619 
	Vendor shall maintain appropriate levels of participation and input into forums and conferences, user groups and similar organizations.
	
	

	620 
	Vendor shall provide reasonable access to knowledge and information acquired in Vendor’s specialized research and development laboratories.  Vendor shall provide City with access to such laboratories to answer queries that can be satisfied based on ongoing research and day-to-day activities.
	
	

	621 
	Training and Education
	
	

	622 
	Vendor Personnel Training.  Vendor shall be responsible for maintaining a active and dynamic training and education program designed to further develop and maintain the requisite skills and technical knowledge of personnel assigned by Vendor to perform the Services, including:  (i) conducting and/or coordinating specialized training on Applications maintenance and development products; and (ii) coordinating training for products provided to City by Vendor.  Without limiting the generality of the foregoing, Vendor shall provide City with competent personnel across all areas of the Services over the Term.  Vendor shall implement an employee training program that will complement this capability and further develop and maintain the requisite skills and technical knowledge of Vendor personnel assigned to the City account.  Vendor shall perform a skills analysis for each personnel resource to tailor a training plan and mix of training based upon individual requirements, weaknesses, and expressed interests.  During each year of the Term, Vendor personnel assigned to the City account will receive on average not less than eighty (80) hours of education.  On average, on a person by person basis, on-the-job training shall account for no more than twenty-five percent (25%) of such eighty (80) hours.  Vendor personnel training will be provided using a combination of formal classroom training, seminars, self-study programs, and computer-based training.
	
	

	623 
	End-User Training:
	
	

	624 
	· Vendor shall provide feature overview and product update documentation whenever Software releases are implemented.  Vendor shall also provide train-the-trainer training and associated user guide documentation for custom-developed Applications, products and services delivered by Vendor, as requested by City.  Vendor shall provide limited one-on-one training for individual custom-developed Applications or products on a reasonable, as requested by City basis, and provide informal group training for individual custom-developed Applications or products on a reasonable, as requested basis, or as a proactive step as a part of an implementation of a new product or any custom-developed Application.  
	
	

	625 
	· In accordance with City requirements and as requested by City, Vendor shall provide training for “shrink wrapped” Desktop Software to the extent not covered above.  Such responsibility shall include:
	
	

	626 
	· Providing, at classrooms in City facilities, instructor-led classroom training and related course materials for Desktop Software
	
	

	627 
	· Furnishing, apart from City Facilities, a suitable multi-user classroom facility for intermediate and advanced technical training
	
	

	628 
	· Providing advanced technical training (e.g., Web server administration, JAVA/JAVA EE, C++) at such multi-user facility
	
	

	629 
	· Providing follow-up phone consultation for End Users attending training classes for up to six (6) months after End Users complete such classes
	
	

	630 
	Documentation
	
	

	631 
	Vendor shall be responsible for designing, developing and/or maintaining up-to-date documentation on the Services, including technical, End User and training materials on operations procedures, Equipment and Software (including for existing Applications and new Applications developed or installed by Vendor); provided that for Third Party Software and Equipment documentation originally generated by the third party vendor, Vendor’s obligation shall only extend to obtaining and maintaining up-to-date such documentation as is supplied or made available by the third party vendor from time to time.  Documentation maintained by Vendor shall be subject to approval by City and shall conform to documentation standards agreed upon between City and Vendor.  Vendor’s responsibilities with respect to documentation shall include the following:
	
	

	632 
	· On an ongoing basis, auditing documentation for completeness and accuracy in order to confirm that the documentation is present, organized, readable, updated and otherwise acceptable to City in form and content.  The resulting audit findings will be reported to City on a regular basis.  Where it is determined that documentation is inaccurate (e.g., erroneous or out of date), Vendor shall correct such documentation or, as applicable, use commercially reasonable efforts to cause the third party vendor responsible for such documentation to provide corrections.
	
	

	633 
	· Providing support, advice and assistance to users consistent with current documentation.  
	
	

	634 
	Records Retention
	
	

	635 
	In addition to the responsibilities set forth in the Audits or Records Retention sections of the Agreement, Vendor’s responsibilities with respect to records retention shall include the following:
	
	

	636 
	· Reviewing and refining records retention policies and practices as necessary and appropriate; provided that such policies and practices existing as of the Effective Date are deemed satisfactory, and further provided that Vendor will assist City in determining appropriate data retention periods for new or enhanced Applications. 
	
	

	637 
	· Maintaining records of resources expended relating to Services delivered to City.  Such records shall contain such data as is available to monitor performance, determine total resources used, and identify the resources used by (i) individual user depart​ments, (ii) systems/Applications and transactions, (iii) lines of business or products, or (iv) business processes.  City will have access to performance and operational data.
	
	

	638 
	· Implementing practices to enhance the effectiveness of the records retention effort.  Such practices shall include:

· conducting an annual review for Applications systems to verify that proper record retention is being maintained

· when decommissioning an Application system, maintaining the appropriate documentation and code to support record retrieval requirements to the extent required by the agreed-to decommissioning strategy or plan applicable to such Application system and subject to the requirements of any governing Application license
	
	

	639 
	Compliance with Laws and Regulations
	
	

	640 
	In addition to the responsibilities set forth in the Compliance with Laws and Regulations section of the Agreement , and as necessary to meet legal and regulatory requirements issued by governments or regulatory agencies from time-to-time, Vendor shall:
	
	

	641 
	· Maintain and retain City Data
	
	

	642 
	· Perform modifications, enhancements and changes to Applications
	
	

	643 
	· Perform such other modifications as are required within the scope of the other Services
	
	

	644 
	Without limiting the generality of this Subsection, Vendor shall perform the Network modifications required to maintain compliance with regulatory changes applicable to the telecommunications industry.
	
	

	645 
	Vendor shall be responsible for independently monitoring the promulgation of any new or changed laws or regulations related to the telecommunications or information technology industries.  In addition, to the extent Vendor personnel providing the Services have knowledge of the promulgation of any new or changed laws or regulations which may require changes to the Services in order to meet such laws or regulations, Vendor shall notify City thereof.  Vendor shall support regulatory reviews, audits, compliance assessments, and related data gathering in a responsive time-frame as required by regulators.
	
	

	
	Quality Assurance

[Note to Vendor:  Please describe in the "Comments" column your proposed quality assurance processes.  Below are some of the requirements City expects in this area.]
	
	

	646 
	Vendor shall be responsible for defining and maintaining a quality assurance process so that changes to City’s IT environment comply with applicable requirements and specifications.  Vendor’s responsibilities with respect to quality assurance shall include the following:
	
	

	647 
	· Maintain the quality assurance infrastructure required to provide the services
	
	

	648 
	· Document quality assurance requirements and procedures to be followed for all production releases
	
	

	649 
	· Verify that releases and changes promoted to the production environment are performed in compliance with the quality assurance process
	
	

	650 
	· Document and regularly publish results of testing, reviews/audits and metrics
	
	


ATTACHMENT A

MAC Counting Rules

For the purposes of counting MACs:

1.  Each particular MAC event may only be categorized as being in one (1) of the MAC categories listed in Subsection 269 of this Schedule A.

2.  With respect to any particular technology asset, an individual MAC includes all activities related to the MAC, including determining requirements, procurement, generating work orders, scheduling, setup/staging, coordinating cabling, delivery, transfer of local data, testing, user orientation, asset management and quality assurance (as further described elsewhere in the Agreement and Schedule A).

3.  The replacement of a technology asset (i.e., installation of a new technology asset and removal of the existing technology asset) (a "Replacement"), within the same building and within the approximate same time period, shall constitute an individual MAC.  A Desktop Workstation or Laptop Workstation refresh is an example of a Replacement.  The "Cascade" of one (1) or more Desktop Workstations or Laptop Workstations shall be treated as a series of one (1) or more Replacement(s) optionally terminating with a single install, with each Replacement (and the install if applicable) counting as a single MAC.  The following is an example of a Cascade involving four (4) End Users where the first three (3) End Users already have a Desktop Workstation or Laptop Workstation:  (A)  a new Desktop Workstation is installed for End User 1 and End User 1's existing Desktop Workstation is removed; this counts as one Replacement; (B) the Desktop Workstation removed from End User 1 is installed for End User 2 and End User 2's existing Desktop Workstation is removed; this counts as one Replacement; (C) the Desktop Workstation removed from End User 2 is installed for End User 3 and End User 3's existing Desktop Workstation is removed; this counts as one Replacement; and (D) the Desktop Workstation removed from End User 3 is installed for End User 4 (who did not already have a Desktop Workstation), this counts as one add or installation; the number of MACs for the Cascade is four (4) (i.e., three (3) Replacements plus one (1) add).

4.  Electronic/remote distribution of a particular Desktop Software change to multiple desktop computers shall constitute a single MAC per planned distribution event; provided that when such plan contemplates a multi-phased roll-out, such event shall constitute a single MAC for up to a maximum of ten (10) implementations of the Desktop Software change.
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